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Abstract. A new kind of ambient calculi is presented, where the open ca-
pability is replaced by direct mobility afakedprocesses, while the asso-
ciated type systems are algorithmic in the sense that thregttii provide
type inference procedures. The calculus comes equippddaniabelled
transition system in which types play a major role: this eystllows us to
show interesting algebraic laws. Types express, as usiatadmmunica-
tion, access and mobility properties of the modelled systefarred types
express the minimal constraints required for the systemeiblwehave.

1 Introduction

In the last few years a new conceptual dimension of compuiasg ac-
quired a prominent role and is looking for an adequate thmeait€founda-
tion: space and movement in space.

A huge amount of computational entities distributed woiltlky ex-
changing data, moving from one location to another, intergavith each
other (either cooperatively or competitively), give riseglobal computing
activity. Computation has therefore to be abstractly desdras something
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that develops not only in time and in memory space, eithanesgtiplly (\-
calculus) or as a dynamic set of concurrent processesiculus), but also
in a wide geographical and administrative space (ambidatiga

The calculus of Mobile Ambients (MA)[8], building upon therrcur-
rency paradigm represented by thealculus [11,16], introduced the no-
tion of an ambient as “a bounded place where (generally thrétided)
computation happens”, which can contain nested subansbiana tree
structure, and which can move in and out of other ambiergs,up and
down the tree (thus rearranging the structure itself). @icemmunication
can only occur locally within each ambient (through a comranonymous
channel); communication and interaction between diffeaembients has to
be mediated by movement and by the dissolution of ambiemdbemies.

Ambients are intended to model mobile agents and procesessages
or packets exchanged over the network, mobile devicesjgaiysd virtual
locations, administrative and security domains, etc. inifotm way.

For this reason, in ambient calculi the distinction betweatesses and
(possibly mobile) containers of processes is intentignblurred. In MA
there are implicitly two main forms of entities, which we lwiéspectively
call naked processeandambient-processed he former are unnamed lists
of actionf act; .acts . .. act,, to be executed sequentially, generally in con-
currency with other processes: they can perform commuaicand drive
their containers through the spatial hierarchy, but cammdividually go
from one ambient to another. The latter are named contagfi@encurrent
processes [Py | P ... | P,]: they can enter and exit other ambients, driven
by their internal processes, but cannot directly performmmnication.

Therefore, mobile processes must be represented by anpirandsses;
communication between them is represented by the exchdiogieen ambient-
processes of usually shorter life, which have their bouedatissolved by
anopen action so as to expose their internal naked processes énfpr
the input-output proper. Such capability of opening an amtbihowever,
has been perceived by many as potentially dangerous, sicameald be used
inadvertently or maliciously to open and thus destroy thviduality of a
mobile agent.

Among the many proposed variations of MA handling this istue cal-
culus of Safe Ambient$ 1], 5] introduced the notion of cmatby which
— among other things — an ambient cannot be opened if it is iiaigvto.

In the calculus of Boxed Ambientsl[6], on the other hasygin is dropped
altogether, and its absence is compensated by the paysiffitiirect com-
munication between parent and children ambients.

1 As a matter of fact, a sequence of actions may also end witlsyamchronous output,
or an ambient-process creatiot] P], or a forking into different parallel naked processes.
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In the present work, we explore a slightly different apptgashere
we intend to keep the purely local character of communioasio that no
hidden costs are present in the input-output primitiveghAtsame time we
also want to represent inter-ambient communication by pyrat-output
between naked processes, avoiding the more general opaeiciganism.

We do this by recovering the idea, present in Distributedalculus
(D7) [9], that a naked process may move directly from one locatm
another, without the need of being enclosed in an ambienbilsomaked
processes also seem to more closely represtemig software mobilityby
which a procedure (or function, or method, or script, dejregndn the pro-
gramming model) can — throughga instruction — suspend its execution on
one machine and resume it exactly from the same point on enfgkner-
ally remote) machine, though for the moment we do not expioodelling
this kind of application, which would probably need addii constructs.

All ambient calculi come with type systems as essential comapts,
since — like any formal description — they are intended asdations for
reasoning about program behaviours in the new global campugality.
In our proposal too the calculus is an elementary basis fgpadiscipline
able to control communication as well as access and molpilibperties.
We have tried to abstract (or extract), from the many comfadakures that
could be envisaged, a system that is non-trivial but simpleugh to be
easily readable and understandable.

The system is incremental in the sense that it can type coemt®nin
incomplete environments, and is supplied with a type imfeeealgorithm
that determines the “minimal” requirements for acceptirgpmponent as
well typed.

In spite of its simplicity, the (typed) calculus seems togass sufficient
expressive power, admitting natural encodings of two stecha@alculi of
concurrencysr and Dr.

As usual, our system & of Mobile processes and Mobile ambients with
Mobility types consists of two main interconnected components: a calculu
and a type system.

2 The Calculus

The structural syntax of the pre-terms of our calculus, showFigure[l,

is the same as that of MA except for the absencepef and the presence
of the new primitiveto for lightweight process mobility. Also, synchronous
output is allowed, of which the asynchronous version is qdar case. As
in MA, we introduce types — for the sake of simplicity — alrgaalthe term
syntax, namely in the input construct and in the restrigiorr.t. ambient
names and group names. The terms defined in Figure 1 are ncityexa
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M, N, L .= messages
m,n,...x,y,... ambient names, variables
in M moves the containing ambient into ambiédt
out M moves the containing ambient out of ambidrit
to M goes out from its ambient into sibling ambieht
M.M' path
™ = prefixes
M. capability
(M) synchronous output
(z: W) typed input
P Q, R = processes
0 null
P prefixed
P|Q parallel composition
M][P] ambient
It P guarded replication

(vn: amb(g))P

({g:G}w)P

name restriction
group restriction

where: W is a message type; is a group namey{g:G}, is a concise notation for

v{gi: G1,...,9kx: Gi}, with g1,..., gr group names and, ..., Gy group types (see
Fig.@).

Fig. 1 Syntax

the terms of our calculus, since the type constraints argetaiaken into

account. This will be done by the typing rules of Figlle 5. fogions of

reduction and structural equivalence do not rely upon tbetifeat terms are
well-typed but obviously they are only meaningful for wiiped terms.

Since group types contain group names, it is crucial toiotstets of
group names. We denote g, : G1,...,9x: Gi} the simultaneous re-
striction of the group nameg, ..., gr having respectively group types
G4, ...,Gg. Simultaneous restriction is needed since groups can have m
tually dependent group types. We adopt the standard caowetitat ac-
tion prefixing takes precedence over parallel composiifoact denotes a
generic prefixact.« | 5 is read agact.«)|5. We follow the traditional dis-
tinction between letterss, n, . .. forambient nameand letterse, v, . . . for
input variables. Formally they are however in a single sstitacategory,
which we callvariables simply, ambient names are variables that either are
free and do not occur in prefix or path prefix position (exgR, x.M), or
are bound by the-binder (but not by the input binder). The lettewill be
used to denote a generic variable that may be an ambient naameimput
variable indifferently.

Also, theBarendregt conventiof] is assumed to hold on variables and
on group namegsee below) for any term or set of terms one is consider-
ing: all the bound variables (or respectively the bound groames) are
distinct among themselves, and distinct from all the fregatdes (or re-
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spectively the free group names). In this way all the prokl@wnnected
with a-conversion and capturing of free names are avoided.

The operational semantics consists, as usual, of a reducgiation,
along with a structural congruence which allows trivial satic restruc-
turing of a term so that a reduction rule can next be applied.

Structural congruence (shown in Figlide 2) is almost stahétar the
usual ambient constructorsl [7], but for the rglex: g)n[0] = 0 which is
added to get a form of garbage collection in absence ofjpke primitive
and for the rules to handle simultaneous group restriclitiese new rules
allow to permute, split and erase group restrictions undéalsle condi-
tions. Despite their awkward look they are essentially ksinto the rules
for names restriction. What complicates notations is ticetfaat mutually
dependent group types must be handled contemporarily.

Observe that, owing to the Barendregt convention, we can toririte
several side conditions. Moreover the side conditions imade rules are
necessary only to control the moving of restriction fromsidg in. Baren-
deregt convention allows instead to move restriction fraside out with-
out mentioning any side condition.

The congruence is almost the standard relation found in [7].

The reduction rules, shown in Figurk 3, are the same as thodéA,
with the obvious difference consisting in the synchronoutpot and the
missingopen, and with the new rule for theo action, similar to thego
primitive of Dr or to the “migrate” instructions for strong code mobility in
software agents.

A lightweight process executingta m action moves between sibling
ambients: more precisely it goes from an ambigntvhere it is initially lo-
cated, to a (different) ambient of namethat is a sibling of:, thus crossing
two boundaries in one step; the boundaries are however aathe level,
so that — differently from moving upward or downward — theqass does
not change its nesting level.

Observe that the form of the rule, while entailing nondetarsm among
different destinations of the same name, guarantees thaddhtination,
though possibly having the same name as the source, mustiferard
ambient: so that a term of the form[to m.P| cannot reduce tm|P], with
a jump from one to the very same location!

3 The Type System

The syntax definition of Figurd 1 is not really complete withgiving the
rules for defining well-typed terms. Types firstly ensuret tin@aningless
terms cannot be defined or be produced by computation.
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equivalence:
P=P P=Q = Q=P P=Q, Q=R — P=R
congruence:
P=Q = P =7Q P=Q = MI[P] = M[Q]
P=Q = !7P ='7Q P=Q — (yn:_ar)nb(g))P = (Vumb(g))Q
P=Q = P|IR=Q|R P=Q = ({g:G}w)P = (v{g:G}1))Q

prefix associativity:
(M.M').P = M.M'.P

parallel composition — associativity, commutativity, @er
PIQ = Q|P (P|Q)|R=P|(Q|R) Plo=P

replication:
lnP = nP|!7xP
restriction swapping and group restriction splitting :
(vn: amb(g))(vm: amb(g'))P = (vm:amb(g'))(vn: amb(g))P
9i ¢ GN(G))&g; & GN(Gi)(1 <i<k)(1L<j<h)
— ({g:G}) (g :G'})P = ({g':G }) (g Gl P
(vn: amb(9))({8:G} )P = (W{g:Glewy)(vn: amb(g))P
Ge; € GN(Gi)(1 < i <k)(1<j<h)
= (V{E}(Hm)P = ({g1: G1,-- gk Ge})(W{gr+1: Grats oo Girn: Gryn})P
scope extrusion:
(vn:amb(g))P |1g2

(vn:amb(g))(P | ]Q) if n¢ AN(Q)
g

= )
§[(vn: amb(g))P] = (vn: amb(g)){[P
A{e:Glm)P|Q = (H{g:G}w)(P|Q) if g ¢GNQ)
El({g:Grw)P] = (v{g:G}w))&[P]

equivalence to zero:
—
(vn: amb(g))0 = 0 (v{g:G}x))0 =0 (vn:amb(g))n[0] = 0
whereAN(Q) is the set of free ambient namesh GN(Q) is the set of free group names
in Q, andGN(G) is the set of free group names(@h

Fig. 2 Structural congruence: general rules

In addition, we want use types for the control of access anHilityo
As already observed inl[7], expressing such propertiesrimgef single
ambients leads tdependent typegor example in judgments of the form
n: CanEnter({m1,...,my}). An interesting proposal in this direction is
[13]. Following the seminal work of[7], and [L5] among othewe there-
fore adopt an approach based on ambgeatips which permits us to avoid
direct dependence of types on values.

As usual for ambients, there are three fundamental caesyofitypes:
ambient types, capability types, and process types, @onekng to the
three main syntactic categories of terms. Since only amlriames and
capabilities, but not processes, can be transmitted, medyaes — i.e.,
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Basic reduction rules:

(R-in) nlinm.P|Q]|m[R] — m[n[P|Q]|R]
(R-out) m[nfoutm.P|Q]|R] — n[P|Q]|m[R]
(R-to) nftom.P|Q]|m[R] — n[Q]|m[P|R)]
(R-comm) (z: W)P|(M).Q — P{z:=M}|Q
Structural reduction rules:
(R-in) P—-Q = P|R— Q|R
(R-amb) P - Q = n[P] - nQ]
(R= P=P, P —-Q, Q=Q = P —Q
(Rv) P—-Q = (vng)P — (vn:g)Q
— —
(R-v-group) P —-Q = WgGlw)P — (W{g:Glw)d
Fig. 3 Reduction
g,h,.. groups
L€, 8, ... sets of groups; G is the universal set of groups
Amb ::= amb(g) ambient type: ambients of group
Pro == pr(g) process type: processes that can stay in ambients of group
Cap ::= Pro1— Proy capability type: capabilities that, prefixed to a process
of type Pro1, turn it into a process of typ€ro,
W ou= message type
Amb ambient type
Cap capability type
T == communication type
shh no communication
w communication of messages of typgé
G ==gr(S,%¢,8,T) grouptype
where?¥ C .
Fig. 4 Types

the ones explicitly attached to input variables — can onlyab#ient or
capability types.

Syntactically, groups are merely namgé#, ... occurring as basic com-
ponents of other types. Formally, they may be consideredhiattypes,
which represent sets of ambients sharing some common ésatur

There is a subtle difference w.rltl [7] and]15]. In thoseeyss, ambient
types are of the schematic foramb(g, B), whereB is the expression of
some behavioral properties concerning mobility and comioation. In our
proposal the propert§ is instead (the content of) the type of the group. The
typing judgmentn :amb(g, B) becomes, in our systemy:amb(g), g:B.

The first form is more general, allowing different ambiemdy for the
same group. In our approach, on the other hand, a group esyises set of



8 Mario Coppo et al.

ambients guaranteed to share common mobility and accegeries (and
communication behaviour), as specified by the group’s type.

The only component of an ambient typeb(g) or a process typgroc(g)
is a group name, whose typEG describes —in terms of other group names
(possibly including the very grouptyped byG) — the properties of all the
ambients and processes of that group. In a sense, groups@unl tgpes
work as indirections between types and values, so as to dvatdtypes
directly “point to” (i.e., depend on) values.

As is standard, the connection between ambients and pexcEssgiven
by the fact that processes of type g) can run safely only within ambients
of typeamb(g).

The form of capability types is a relative novelty: they arery partic-
ular) sorts of function types from processes to processesgsponding to
the fact that, from a syntactic point of view, a prefix turngagess into an-
other processyroc(g;) — proc(gs) is the type of a capability that, prefixed
to a process of typproc(g: ), transforms it into a process of typeoc(gs);
or, viewed at runtime, a capability that, when exercised lpracess of
type proc(gz), of course located in an ambient of typmb(g2), leaves a
continuation of typeroc(g; ), located in an ambient of typenb(g; ).

This form bears some non-superficial resemblance to thdi pivhere
a capability type is a type context which, when filled with agass type,
yields another process type.

Notational Remarkwe shall simply writey both foramb(g) and forpr(g),
the distinction always being clear from the context. As aseguence, ca-
pability types will be written in the concise form — ¢s.

Besides, we may use the abbreviatigrambientsand g-processese-
spectively forthe ambients of group andthe processes of group

The communication type is completely standard: it is eitheratomic type
shh, denoting absence of communication, or a message typehivhtarn
may be an ambient type or a capability type. Note that the digpetypical
of ambient systems, is not the type of empty messages (whitlve used
for synchronization), but the one denoting the very absehg®ut-output.

Finally, group types(ranged over byG“) consist of four components
and are of the forngr(., %, &,T), where., ¢ and& are sets of group
names, and’ is acommunication type. lfis a group of typegr (., ¢, &, T),
then the intuitive meanings of the type’s components aréaifmving:

— .7 is the set of ambient groups where the ambients of grocgn stay;

2 Observe that a group type is the type of a type. Thus, follgwimather standard termi-
nology, it is akind;, moreover, since it contains group names, it might be ceneitia “kind
dependent on types”. However, this double level is useds akear, only in a very limited
and ad hoc way, with no real stratification; it is thereforstified not to use the expression
group kind but simply stick tagroup type
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— % is the set of ambient groups thaambients can cross, i.e., those that
they may be driven into or out of, respectively, iy or out actions;
clearly, it must beg” C . (and% is empty if the ambients of group
are immobile);

— & is the set of ambients that (lightweigh$}processes can “enter”:
more precisely, those to which @process may send its continuation
by means of ao action (it is empty if lightweighty-processes are im-
mobile);

— T'is the (fixed) communication type (or topics of conversatiaithin
g-ambients.

The information of.¥ and% component of a group type was considered
also in [15].

If G =gr(&,¢,&,T) is agroup type, we write” (G), € (G), &(G),
T(QG) respectively to denote the componets ¢, &, T of G.

An environment=' consists of two componentsgaoup environment”
and avariable (and ambient) environmemt, as defined by the following
syntax:

Fu=IA r:=o | I ¢G Az=0 | A &EW

where¢ is a variable or an ambient name.
The domainof an environment iDom (=) = Dom(I") U Dom(A),
where:
Dom(2) =@
Dom(I', g:G) = Dom(I") U{g}
Dom(A, &W) = Dom(A) U{¢}

GN(G) denotes the set of all group names occurring in a group €ype
andGN (=) denotes the set of all group names occurringimot only in
Dom(I") but also in the components of the types3n Environments are
considered as sets of statements, therefore modulo pdiomsta

A variable environment\ is well-formedif for each§ € Dom/(A) there
is exactly one type associated to itdy i.e., there cannot exigtiVy, &:Ws €
A with T/, different fromW,. We assume that all variable environments
are well-formed.

Analogously, a group environmerit is well-formedif for each g €
Dom/(I") there is exactly one group tygeassociated to it id". Of course,
only well-formed group environments are allowed in a typjadgement,
but we will see that (potentially) non-well-formed grouprganments are
used by the type inference procedure.

Environments are seen as sets, modulo permutations anitatig.
We use the standard notatiaft, £:1/ to denote a variable environment
containing a statemergt, assuming that ¢ Dom(A). Moreover we
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intend thatA,, A, represent the variable environment defined by the set
union of A; and A, (i.e. by eliminating duplicates). We adopt a similar
convention for group environments and environments.

The formal definition of the type assignment rules is showRigure5.

E:TeA g:Gel
— (VAR) ——  (GrouP — . — (NuLL)
[ ARE:T I Abg:G EF0:yg

Ekg:G EFM:g1 g1 €€(Ga)

(IN)
EFinM:gs— g0

EFg1:Gi EFg:Gy EFM:q1 g1 €6(Gz) ZL(Gr) CF(Ga)

(OuT)
SEkFoutM:g2— go

Ekg:G EFM:g1 g1 €8(Ge)

(To)
EFtoM:gi— g0

EFM:g3—g2 EFN:gi— g3

(PaTH)
ZFM.N:g1— g2

EFM:g1—g2 EFP:qn

(PREFIX-CAP)
EF M.P:gs

'y Ajx:WHEP:g

(INPUT)
I's Ab(z:W)P:g

EFP:gEFM:W Etg:gr(S,6,6,W)

(OuTPUT)
EF(M)P:g

EFP:g EFM:g Erg:G ¢ €7

(AmB)
EFM[P]:g
EFP:g EFEQ:g EF7TP:yg

(PAR) — (RePy)
EFP|Q:g EHnTP:g

I''Am:g'FP:g

(AMBRES)
F;AF(ym:g/)P:g

I'gi:Gi,...,gx:Gr; AEP:g gs¢ GN(I; A) i £g 1<i<k)

(GRPRES)
s A (v{g1: G1,...,gx: Gx})P 1 g

Fig. 5 Typing rules
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The system’s fundamental rule () is quite standard: it requires that in

a termm/[P] the ambientn and its conten? be of the same group, while
the processn|P], being a completely passive object, unable both to com-
municate and to move other ambients, may in turn stay in aryiearhof
any groupg’ (i.e., it may be of any group’), providedits “membrane”m,

of type g, has permission from the specificatiGhto stay in ag’-ambient.

Since a process executing an actionm goes from its ambient (in)to
an ambientn, the rule (TO) states that the actioto m, if performed by a
process of groug- (in a go-ambient), leaves as continuation a process of
groupgs, if g1 is the group ofn and moreover is one of the groups to which
go-processesre allowed to go (i.e., to send their continuations) hy.a

The rules (N) and (QuT) state that a process exercisingigfout m ca-
pability does not change its groyp since it does not change its enclosing
go-ambient, which must however have permission to crosgtkembient
m; in the case of (OT), moreover, they,-ambient — being driven out of
m — becomes a sibling of,, and must therefore have permission to stay
wherem stays (i.e., the conditiot?’(G1) C .#’(G2)). The analogous side
condition in the rule (}), ensuring that the moving,-ambient has the per-
mission to stay inside thg -ambientm (¢9; € .¥(G2)) is subsumed by the
condition?(G) C .#(G) on group types.

The rules (RTH) and (RREFIX-CAP) are as expected from the informal
definitions of process and capability types: kinds, respelgt of function
composition and function application. The other rules &aedard: in the
group restriction the set of group namgs. . ., g; that are abstracted from
the environment (i.e., moved from the l.h.s. to the r.h.sthef turnstile)
cannot contain the groupof the restricted term.

The type assignment system is clearly syntax-directed laecfore a
Generation Lemma trivially holds.

Lemma 1 (Generation Lemma).

1LIZEFIinM:g, — gothen= F go: Go, =+ M : g1,andg; € €(Gs)
for a uniqueg; .

2fZFoutM:g0 > gothenZ kg1 : G1, 2 F g0 : Go, 2 M : ¢,
g1 € €(G2), and.¥(G1) C .¥(G2) for a uniqueg; .

B3fEZFtoM:qg1 —» gothenZ F gy : Go, 2 F M : g1,andg; €
E(G2).

4 1fEF M.N:g1— gothen=F M : g3— go,and=F N : g1 — g3
for a uniquegs.

5,fE+ M.P:gythen=+ M : gy — g0, and= + P : g for a unique

g1-

M AF (z:W)P:gthenl'; Ajx: WE P :g.

ME R (MYP : gthenZ - P g, ZFM:W,and= + g :

gr(~,¢,&, W) for a uniquegr(./,¢,8,W).

~N O
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8.f =+ M[P] :gthenZ P :¢,Z+-M:¢,Z+¢ :G, and
g € .7 (G) for auniquey’, G.
9.fZFP|Q:gthen= P :g,and=+ Q : g.
10.If ! 7 P:gthenEFnP:g.
1.6 AF (vm g )P:gthenl'; Aim:¢g' - P:g.
12. |fF,A|—(I/{g1:G1,...,gk: Gk})P:gthenF, gliGl,...,gk:Gk; AF
P:g,g;¢ GN(I'; A)andg; # g (1 <i < k).

Note this lemma implies that for each typing judgemént- P : ¢
there is a unique deduction of it.

The usual property of subject reduction holds, which guaesthe
soundness of the system by ensuring that typing is presdryambmpu-
tation. Notice that we do not need to expand environment&assince
we allow variable environments to contain group names irgygdso when
there is no group type associated to them in the pairing geonppnment
(provided this is compatible with the assignment rules), e allowl™; A
with & : g € Aevenifg & Dom(I").

Theorem 1 (Subject reduction).Let= - P : g . Then

1L.P=QimpliesZ+Q:g.
2.P — Qimplies=ZFQ:g

Proof. The proof is standard, by induction on the derivationsPoEe Q@
andP — (@ using the Generation Lemma. We only consider rule (R-to):

nltom.P|Q]|m[R] — n[Q]|m[P]|R].

If = F n[tom.P|Q]|m[R] : gthen by Lemm&lL{9¥ + njtom . P | Q)] :
gandI’ - m[R] : g. By[{8) we musthav& +tom . P|Q : g, = Fn:
g I'Fgn:Gn,g€ L(Gr),EFR:gm, ZFm:gn, I'F gn: Gn
andg € (G,,), for someg,,, G, gm,Gm. FromI' Ftom . P|Q : gn
by Lemmdll(P) we hav&' + Q : g, and= + tom . P : g,, which imply
by Lemmdl(b) andd3k + P : g,,.

Rule (AmB) applied to= + Q : g, = F n : gn, & F gn : Gy, gives
= F n[Q] : g beingg € .#(G,,). Rule (PAR) applied to= - P : gn,
ZFR:gnoivesE + P|R : gpn. Sinceg € ¥ (G,,) we can deduce
Z Fm[P|R]: gusing rule(AmB). We conclude= - n[Q]|m[P | R] : g
from = - n[Q] : gand= + m[P | R] : g by rule (AMB).

4 Behavioural Semantics

Being M3 a typed calculus we have to take into account theicdenhs
on movements given by the environments. So we cannot useritiaad
notion of observable of Mobile Ambients|[8]:
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Pl, & P=@n)n[PlQ) ngm

where all names of ambients at top level are observable. Ueresfor
an ambient name in order to be observable that one can bui@sttone
ambient allowed to cross it and/or to send it a process. &iradnditions
are assumed for instance for safe ambienik [12], where dhisa is given
by the presence of suitable coactions. In our case this dspamthe exis-
tence in the environment of at least one group with the nacgsghts.

Note also that group restriction cannot affect in any waydbeputa-
tional properties of processes. In fact a group ngroan be restricted only
if in the variable environment there are neither variabl@sambient names
whose type mentiog. This meas that these names have already been ab-
stracted or restricted and then in both cases are no moldevi§io in this
section we will consider only processes without occurrerafegroup re-
strictions.

Therefore we take the following definition observability of an ambi-
ent namen in an environmeng. Let= = A, n:¢'; I

Pli92 P=wm:g)(n[P]|Q) andE+P:g
and there existsg” : G” € I' such thay’ € € (G") U &(G")

We will use P |5 as short forP —*|59.

Being observability relative to environments and groupsiegne also
barbed bisimulation and barbed congruerice [18], [11] bintaknto ac-
count environments and group types. More precisely enmignts and
groups are used both to type the processes to be comparedheitn-
closing contexts and to test observability.

Let R=9 denote a relation between processes suchRRE 7 @) im-
pliesthat= - P:gand= + @ : g. We call it a=, g-relation.

Definition 1. (i) An =, g-relation is reduction closed PR=9 Q andP —

P’ imply the existence of son¥ such that) —* Q' and P"R=9 Q'

(iDAn =, g-relation is barb preserving with respect to BPR=9Q and

P |7 imply @ 4. ~

(iii) The =, g-barbed bisimulatiomoted=, 7, is the largestE, g-equivalence
relation over closed processes which is reduction closetlzmb preserv-
ing.

To introduce the notion of barbed congruence we need themati
contextC| |, defined as usual as a process with an hole in it. As we re-
marked before behavioral properties are transparent tapgrestrictions.
Then it is not restrictive to consider in the following onlgritexts without
occurrences of group restrictions. We say that a coritéxtagreeswith an
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environment= and a groug, notationC|[]=9 if there is an environmerg’
and a deductio® of =’ |- C|0] : ¢’ for some typgy’ such that irD there
is a statemenE + 0 : g corresponding to the occurrence®in the hole.
Since we assume that there are no group restrictions thiy iffpC =. In
this case we say th&’, ¢’ arecompatiblewith C[]=+9.

Definition 2 (Barbed Bisimulation). (i) We say that a relatioriR="9 is
contextualf PR="9 Q implies thatC[P]=9R="9" C[Q]>* for all contexts
C[]59 and all =7, ¢ compatible withC'[ ]=+9.

(i) barbed congruence=+9 is the maximal contextuak, g-equivalence
relation which is a barbed bisimulation when restricted knsed processes.

As usual to study barbed congruences we introduce a labiedlesition
system. Our labelled transitions have the shape:

«

P —=,0
where

—ZFP:g

— thelabel a encodes the minimal contribution by the surrounding cdntex
needed by the process to complete the transition;

— theoutcomeO can be either aoncretion i.e. a partial derivative which
needs a contribution from the surrounding context to be deta@, or a
process.

Table[l defines labels and concretions(ip:g)(P)(Q the processP
represents the moving ambient and the proc@sepresents the remain-
ing system not affected by the movement(dp:g)(M) P the messagé/
represents the information transmitted and the progesepresents the re-
maining system not affected by the output. In both casesis the set of
shared private names.

Tabled2[B, andl4 give the labelled transition system. Tles iare stan-
dard [11], [14], [4], but for rules (G-IN) and (G>-To) which require the
environment= gives visibility to the name: as in the definition of > .

To avoid to write boring side conditions on transition rules convene
that in a rule of the shape

we implicitly assumeE' + P : gand= + P’ : ¢'.
In writing rules we will use the following standard convemts:

— if O is the concretiorfrp:g)(P)Q, then:
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- (vr:¢)O = (vp:g)(P)(vr:¢)Q, if r & In(P), and(vr:¢')O =
(vr:¢',p:g)(P)Q otherwise.
~0|R= wrg)(P)(QIR)
— if O is the concretiorirp:g)(M) P, then:
— (vr:¢)O is (vpig)(M)((vr : ¢)P), if r & (M), and (vr :
d,p:9){M)Q otherwise.
— O|R = (vpig)(M)(P|R).

Moreover we assume that ****

Labels a z=7|inn|outn|ton|[inn]|outn]|[ton]|inn|ton | (M) | (=)
Concretions K ::= (vm){P)Q | (vm)(M)P
Outcomes O == P|K

Table 1 Labels, concretions and outcomes

It is standard to check that labelled transitions agree wattuctions
when we restrict to well-typed processes in the currentrenuient.

Theorem 2.Let = + P: g for somey.

(CAP-IN-OuT) (CAP-TO) (PATH) )
M € {inn,outn} Mi.(M2.P) —=,4 0O
M ton.P — =, (P)0 o
M.P ——Z=,9 P =9 (Ml.Mz).P ——Z=,9 0]
(IN-OuT) (To)
P Lg’gl P M € {inn,outn} p to—n>5’g/ (vprg)(P1)P2
[M] , [to n] .
m[P] —— =4 (m[P'])0 m[P] ——z=4 (vpig){P1)m[P2]
(Co-IN) (Co-To)
E=I4¢:GAn:g & ge¥(G) E=I49:GAn:g & gec&(G)
n[P] 22 (PO n[P] =2, (PO
(INPUT) (OuTPUT)
(M) (=)
(z:W)P — =, P{z:= M} (M).P —=,4 (M)P

Table 2 Commitments: Visible transitions respectifg
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(7-ENTER)
(M) __ 7 N .
P ——z4 (wpig)(P)P2 Q —=,4 (vq:9')(Q1)Q2 M € {inn,ton}

PlQ — =, (wDig,q:¢")(n[Q1| 1] | P2 | Q)
(m-ExIT)

[out m]

P ——zy (vpig)(P1) P2

n[P] ——z.4 (wWpTg)(Py|n[P2))

(T-EXCHANGE)

() ) —
P ——z4P1 Q —z4vqg){MQ:

PlQ ——z4 (vg:g)(P1|Q1)

Table 3 Commitments: transitions

(PAR) (RES)

P ng 0] P LA,W;F,,, O né(a)=
PlQ ——=,0/Q (vn)P ——airg (vn)O
(r-AwmB) (REPL)

P —_, gP P —sz,0
n[P] ——z ., n[P] IM.P ——z,1n.P|O

Table 4 Commitments: Structural transitions

1.1fP — =, QthenP — Q.
2.1fP — QthenP égvg Q' forsomeQ’' = Q.

Comparing the definition of observability with rules@@n) and (Qo-
TO) one can easily argue that a name is observable iff at leasbbthe

two actions can be performed.

Proposition 1.P |79 if and only if P i»ag (vm=g){(Q)R wherea €
{inn,ton} for someQ), R.

In order to get a labelled transition comparable with oubbdrcon-
gruence we follow([[14],[14] in defining higher-order tramsits allowing
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(HO QuTtPuT)

(=) . _ __
P —Sz, Wpg)(M)P' 5=T1,g:G; A I,9:G;Apgz:T(GFQ:g

P ——z,4p9(P'|Q{z:= M})

(HO IN/To/Co-IN-TO)

M
P ——z, (wpig(P)P2 M€ {[inn],[ton],n[]} Z=TIAn:g" I'tAnyg pighQ:g

P o wh)lP Q] P)

(HO OuT)

[out ]

P ——z,wp)(P)P, E=T;An:g I'; An:g,pighQ:g

P2 WP (P Q)

Table 5 Commitments: Higher-Order transitions

us to get rid of the transitions whose outcome is a concretitimer than
a process. In these transitions we allow labels of the sh@peand then
transitions of the form

a@
P _>E,g P/
where(@, which is assumed to be well typed framwith the proper group
type, is the minimal process which must be in the enclosimgeca in order
to fire the actionv. We denote byl be the set of all labels and fore A
and convene that:

. A o * A T *.
i) == denotes =g 5.9 g

ii) == denotes Lg?g *(also noted==, ) if A =17 and== =
otherwise.

Having only labelled transitions from processes to proegedbe stan-
dard definition of labelled bisimulation adapt smoothly tw calculus.

Definition 3 (Labelled bisimilarity with respect to environments). (i) A
=, g-symmetric relation over closed processes i& g-labelled bisimu-

lation if PR=9Q and P I % imply that there existg)’ such that
Q=252 Q' and P'RE9 Q.

(i) Two closed processe® and () are =, g-labelled bisimilay written
P ~Y Q,if PR=9Q for some=, g-labelled bisimulation.
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Definition 4 (Full bisimilarity with respect to environments). Two pro-
cessesP and Q are =, g-full bisimilar, P ~=9 Q, if Po ~z" Qo for
every closing substitutios.

Full bisimilarity is a congruence: the proof follows the safe of [14], [4].
Moreover full bisimilarity is sound but not complete w.ithe reduction
barbed congruence.

Theorem 3 (Soundness of full bisimilarity).If P ~=9 Q thenP =59 Q.
SONO QUI

Proof. It is enough to show that> is reduction closed and barb preserv-
ing, up to=. Assume tha” — P’. By Theoren[RP === = P’. Since
~= @Q, there exite)’ such that) —* Q' andP’ =~== Q’. Thus also

P' =~>= @Q'. Now assumeP ~= Q. If P |, then, by Propositiofl1, and
aR -
rule (HO Co-IN), P ——=, S wherea € {inn,ton}, for someR, S.

= aR -
SinceP ~7 @ we know thatQ — =, S’ for someS’ ~7 S, from
which Q},,, as desired.

The failure of completeness is due to the fact that contertinaensible
to repeated entering and exiting. This phenomena is caletieringin
[L1] and it is typical of movements which do not consume cpatdities
as happen in our calculus. Let us recall the example_df [X¥1R k- @
denotes the non deterministic choice (which can be encataakbmple as
(va)(a[(x : W)outn.ton.P|(x: W)outn.ton.Q |(m)]), wheren is
the actual ambient andis fresh), then no context can distinguish between
the processes:

ina.outa.ina.0
ina.outa.ina.0+ina.0

We end this section by discussing some properties of presesxd am-
bients in a fixed environment which allow us to prove inténgstlgebraic
laws. These laws are also useful to discuss the example<tidrs@?. di
qui in poi manca la prosa ed e’ un tentativo!

Definition 5. 1. A processP is an Z-motor iff P :A>5 i"—">5 O or
P =22 % O for some), n, O;

2. A proces<P is an =-sendeiiff P :A>5 R _ 0 for somej, n, O;

3. A processP is an Z-communicatoiiff P :A>5 %5 OorP =2

= QE O for some\, M, O.

Lemma2.Let==1,g: G; A.
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1L.IfEF P: gand¥(G) = @ thenP is not an=-motor;
2. 1f =+ P: gand&(G) = @ thenP is not an=-sender;
3.1f =+ P: gandT(G) = shh thenP is not an=-communicator.

inn

Definition 6. 1. An ambient: is =-traversabléff n[P] — = O for some
P,O;
out m

2. An ambient: is =-mobileiff n[P] mm_0or n[P] — = O for some
P,m,O;

3. An ambient: is an =-receiveriff n[P] @5 O for someP, O.

Lemma3.Let= =1"A4A,n:g.

1.1fg €U, . ger ¢(G) thenn is not=-traversable;
2.f ' =1",¢9: Gand%¢(G) = @ thenn is not=-mobile;
3.1fg U, . ger €(G) thenn is not an=-receiver.

Theorem 4. 1. If nis not an=-receiver, is not an=-motor andm is not
Z-mobile then:

(vm: g)(n[inm. P|Q]|m[R]) == (vm: g)(m[n[P| Q]| R])

2. If nis not an='-receiver and? is not an=-motor then:
m[nfout m. P| Q]| R] == n[P| Q]| m[R]

3. If m, n are not=-mobile then:

(vm: g)(nftom . P| Q] [m[R]) == (vm: g)(n[Q] | m[P|R])
4. If n is not an=-receiver andR is not an=-communicator then:

nl(@:W). P|(M).Q| R == n[P{z .= M}| Q| R]
5. If nis not an=-receiver and it is noE-traversable then:
n[P] == (vn: g)(n[P))
6. If Q is not an=-sender and it is noE-motor then:
(vn: g)(n[P)|m[Q]) == (vn: g)(n[P)) | (vn: g)(m[Q))

Proof. (@) Use the bisimilarity{ (vm: g)(n[inm.P|Q]|m[R])|S, (vm: g)(m[n[P|Q]|R])|S}U
{I} whereI is the identity. E’' necessaria o0 no$&
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5 Examples

In this section we test the expressiveness of our calcujushbwing first
how to model some common protocols considered in the litegatsuch
as a firewall, and a defence against Trojan-horse attaakd)th@n how to
encode other process mobility primitivesp( anddown ) and other well-
known calculi for modelling concurrentr{calculus) and distributed (©
systems.

5.1 Protocols
Firewall

A system protected by a firewall can be viewed as an ambietitat sup-
plies the incomingigent with a “password” (represented by its very name)
which allows the procesB to enter it. We define:

AG = ag[(z : gag — giw)(M)z.P].
FW = (v fw: grw)fwito ag.(in fw) | (y : W)Q)]

whereW is a suitable message typk/] has typel, = does not occur in
P andy does not occur irf). The only role of the communication of the
messagé\/ is that of blocking proces€ until processP has entered the
firewall.

The system agent-plus-firewall is represented by the tegl-lgrocess
AG | Fw. It can be typed with the grougy by assumingigent : gag and
fw : g, Where the groups are typed as follows:

ag : gr({g0}, D, {gtw}; gag — giw)
Jiw * gr({QO}v 9, {939}7 Shh)

Using Theorenil}4 one can show that
(v ag: gag)AG | FW == (v fw : g)W[P [ Q)

where = contains the group types above together with the premisessne
sary to typeP, @ and M.

This example shows how the capability allows to cross firewalls in a
simple way.

The Trojan Horse Attack

In this example, we show how our type system can detect amtujase
attack. Ulysses is naturally encoded as a mobile ambiategs that enters
an ambientorsecontaining arin ¢roy action, and then goes out of it into
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Troy to destroy Priam’s palace. The initial situation isreented by the
term:

ulysses[in horse.out horse.to palaCeDESTROY] | horselin troy| | troy[palacdP))

If ambientsulysses, horse, . . . belong respectively to groupgiysses gnorse - - -»
the wholemythic process can be typed by a grogim w.r.t. an environ-
ment which contains the following assumptions:

Yulysses: gr({gmytha Gtroy Ghorse} s {ghorse} s {9pa|ace}> shh)
Ghorse gr({gmytm gtroy}a {9troy}> a,shh)

Gtroy - gr({gmyth}> 3,9, Shh)

Gpalace gr({gtroy}> ,,shh)

from which it is clear that ambients of grogpyssesmust have permission
to stay within ambients of grougoy and to send processes to ambients of
groupgpalace in order to make the myth well-typed.

5.2 Encoding Process Calculi
Encoding other process mobility actions

The main choice in designing a calculus with mobile (lightyi) pro-
cesses is the one of the mobility primitives for them. We helvesen to
introduce, for the moment, only one primitiva since already present,
though in a context of immobile locations, in a well estaiid concurrent
calculus such as D[9]. Also, this primitive might be argued to naturally
model the elementary instruction by which an agent moves fsoe loca-
tion to another at the same level.

A natural alternative, or a natural extension, would be egtirmobility
analogous to that for ambients, i.e., capabilities to gosiap up or down
the tree hierarchy, by exiting or entering an ambient.

Consider for example the two primitivep anddown, with the follow-
ing reduction rules:

(R-down)  downm.P |m[R] — m[P|R]

(R-up) m[plupm.P|Q]|R] — m[P|p[Q]|R]
where also thaip takes as argument the destination ambient, instead of
the source (as the analogoast does). It is interesting that both can be

encoded in theéo-language, though only as actions in process prefixes and
not as capabilities transmissible in a message.

3 the pun was initially unintended.
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Such encodings are carried out by means of auxiliary amdyigrith an
interplay of ambient and process mobility. The actitawn can be defined
as:

[down m . P] = (vg, : Gn)(vn : gn)n[tom . P]
whereG,, = gr({g}, &, {gm },shh), g is the type of the whole process and
gm is the group ofm. This encoding is more permissive, from the typing
point of view, than the natural typing rule associateddan, which is:
I'tg:G I'tm:gym I'EP:gn gm€ &(Q)

(down m)
I'-downm.P:g

In fact, the terrn[to m . P] may be given a typg by a derived rule with
the same premisses as the rdtevn m.P, but without the condition that
gm € &(G). Of course, such assumption on the group typgrgy always
be made.

In the case ofup, we can only define the encoding of an actigp?
wherep is the name of the ambient wherefrom the process comes, theede
to simulate the action with the badiz primitive:

[upPm.P] = (vg, : Gyn)(vn : gn)nfout p.out m.tom. P]

whereg,: G, andg,,: Gy, are respectively the groups pfandm, obvi-
ouslyg,, € .7 (Gp), andG,, = gr({g, }U-7 (Gp)U7(Gm.), {9p, gm }+ {gm },shh).
This definition correctly simulates the reduction rule @ tip action, as the
following reduction sequence shows:

m[p[(vgn : Gyn)(vn : gn)nfout p.out m.tom. P]| Q]| R]
— (vgn : Gn)(vn : gn)(nftom . Pl m[p[Q]| R])
= (Vgn : Gn)(vnz gn)n[] | m[P | p[Q]| R] = m[P | p[Q] | K]

Observe that if there is another ambient nameth parallel with the one
which is the subject of the definition, the m action may take the process
into the wrongm, i.e., the following reduction is possible:

m[p[(vgn : Gpn)(vn : gn)nfout p.out m.tom . P]| Q]| R] | m[R']
—" m[p[Q][ R]|m[P | R'].

Thus the encoding may nondeterministically allow, besitieseffect of
the originalup action, also a completely different evolution (one might sa
following the terminology off[111], that it suffers from a gmainterference).

The encoding is consistent w.r.t. typing, in the same sentd@down action
considered above.
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Encoding ther-calculus

A standard expressiveness test for the Ambient Calculustandriants is
the encoding of communication on named channels via loaahyanous
communication within ambients. We consider a core fragroétite typed
monadic synchronous-calculus, given by the following grammar (we use
lettersa—d for channel names and-z for variables):

P :=cx:T)P | c¢a)P | (ve:T)P | P|Q | 'P | O
T ranges over a type linear hierarchy:
T = Ch() | Ch(T)

The reduction relation, which will be denoted by, is defined by one
basic rule:

c(x:T).P|cla).Q — Pz :=a}|Q

and by structural reduction rules similar to those of Fid@ifer our calcu-
lus, except (R-amb) and (R-group).

The type system, defined by the typing rules of Fidiire 6, dsrjudge-
ments of the formA + P, where is a set of judgements of the form
¢ : Ch(T). The informal meaning ofl - P is thatP is a well-typed pro-
cess w.r.t. the environmeut, i.e., communication is well-typed iR w.r.t.
assumptionsi.

Abc:CWT) Ajz:T+P Abc:Ch(T) Avra:T AFP

AbFc(z:T)P AF cla)P
Aec:THP AP AFQ AP
Ak (ve:T)P AFP|Q AHP A0

Fig. 6 Type system forr-calculus

The basic idea of the encoding consists, as usual, in ragiegesach
channel as an ambient: processes prefixed with a commuricattion on
a channet are encoded as mobile processes that first go (in)to the ambie
c[] where they communicate, and then go back to where they hefince,
however, ao action can only move a process between sibling ambients, the
introduction is needed, in parallel with the channel-amtsigof an ambient
p containing the encoding propgP] of the top-levelr-calculus termP.

The infinite sequence af-calculus typesTh(), Ch(Ch()), ..., Ch™(),...
is encoded as an infinite sequence of group names:, ..., gn_1,---
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along with the sequence of their respective group typess1,...,Gp_1,. ..

[CRO] = g0 with 9o : Go = gr({g, 9p},{9p}> {9p},shh)
[CR(T)] = gj+1if [T] = g; With g;41: G =gr({9, 9} {9} {90} 95)

where g, is the group of the above-mentioned ambignivhile ¢ is the
group of the top-level M ambient-processes, i.e., both the progg$#]]
and the channel-processes. . ].

Let P be ar-process, the sdt, . . ., ¢, } and the integek be such that:
— {c1,...,cp} contains the sei(P) of the free channel names occurring
in P;

— kis greater or equal to the maximum nesting’@f() in types occurring
in P.

The global encoding o, denoted byC([P],cy,...,cn, k), is then the
process of group given by:

C([PT,crs- - en, k) = pl[PI] [ exl] - - len]

where[P] is defined in Figur&l7. Of course, this requires that the é)nit
set of free channel names occurring in the term be known iarach: We
can, however, always assume to be working on closed terms.

[e(z : T)P] = toc.(z : [T])to p.[P]
[¢{a)P] = to c.{a)to p.[P]

[(ve: TYP] = (ve : [T])(clout ]| [P])
P1Ql =[P

[P =P

[0] =0

Fig. 7 Encoding ofr-calculus

If one defines the translation of a type environm@nj as the set of
assumptiongc : [T] | ¢: T € A}, the Theoreni]5 below states that
the translation respects types. Also, the translation irecbin the sense
expressed by Theorelhh 6.

In the following, I denotes the group environment

II = {90 : GOv"'7gk : Gkvgp : Gpvp : gp}
whereG, = gr({g},@,{gi |0 < i < k},shh).

Theorem 5.LetA+ P, {c1,...,c,} 2 fn(P), andk is greater or equal to
the maximum nesting @fh() in types occurring inP. Then, for any group
type G: 1,9 : G; [A] + C([P],c1,- - cn, k) : g.
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Proof. By induction on the structure of the process one can show fibrat
every well-typedr-processP, the judgemend + [P] : g, is always deriv-
able by taking a® the following environment:

¢:H’9Ga [[A]]vcl : [[Tl]]7---7ch : [[Th]]

As an example, let us considét = c(z : T')P’. We have the following
typing derivation for[P] (let ¢ : g. be the type assumption for the name
in @):
P,x:[T]Ftop:gy— ge Dy : [T]H[P]:gp
G,z : [T]Ftop.[P] : ge
Dt (z: [T)top.[P] : ge DPHtoc:ge— gp
P +toc.(x: [T]))top.[P] : gp

The statement of the theorem easily follows, considerirgtyipe judge-
ments® + ¢[] : g, @ - p[[P]] : g and then using type derivation rules
(PAR), (AMBRES), and (RPRES).

Theorem 6.Let P be a term of ther-calculus such thafc,...,c,} 2
fn(P), andk is greater or equal to the maximum nesting@f() in types
occurring inP.

() If P —, QthenC([P],c1,...,cn, k) =* C([Q],c1,--.,cn, k).

(i) If C([P],c1y---,cn k) =" C(Q,ca,-...,cn, k), and@ = [R] for some
w-calculus process, thenP —* R.

Proof. (i) Let us consider, as interesting case, the one wiieis of the

forme(z : T).P' | ¢(a).P" | R, which canreduce tQ = P'{z :=a} | P" | R.

By definition of[-], we have thafP] isto c.(z : [T]).to p.[P’] | to c.(a).to p.[P"] | [R].
Of coursec is a free variable of?, and in the ternC([P], c1,...,cpn, k)

there is by hypothesis an ambiefit which runs in parallel with the process

[P]. We have therefore the following reduction (we only showridevant
subprocesses):

[tOC(w [T])-to p.[P'] | to c.(a).to p.[P"]] | ¢[]
plll el : [T])-top.[P'] | (a).to p.[P"]]
pl] | clto p.[P']{x == a} | to p.[P"]
I[Pz := a} [[P"]]] []

whereadQ] is [P'{z := a}] | [P"] | [R]-

An easy induction on the definition of the translation codek the
proof by showing thafP{z := a}] = [P]{z := a}.

(i) By the definition of the encoding;([P],c1, ..., cn, k) consists of
a parallel composition of processes running inside the amtpj |. In this
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case the only possible move the system can performtésaction. Con-
sider a subprocess of the fomac.(z : [T]).to p.[Q’']: this is the trans-
lation of ther-calculus proces§) = (z : T).Q’, hence[P] = [Q] | [U]
for some proces#’. Theto ¢ action can always be performed,cf= ¢;,
for somei, or if we are in the scope of a restriction of thaname. Once
the to ¢ action is performed, the process will reduce to a proces$ien t
form C([R], c1,...,cn, k) only if the channek is cleared. To obtain this
the other two actions in the prefix must be fired. This happeg ibthe
input action is consumed inside the ambienthence if there is a pro-
cess[U] = toec.(a).top.[Q"]|[U’'] that translates &-calculus process
c{a).Q" | U'. To conclude the proof, it suffices to observe that afterrelea
ing channele the proces< ([P], ¢, .- -, cn, k) reduces taC([Q']{z :=
a} [ [Q"111U'], e, .., cn, k). Lastly observe that
P=(z:7)Q|{(a).Q"|U. = Q{z = a}|Q"|U and[Q'{z :=
a}] = [Q'Hz = a}.

Encoding the &x-calculus

We refer to the version of Dpresented if 19], but assuming a much simpler
type system. The basic syntactic categories are shown urdif}y where
the set of value¥” consists of channel and location names.

Thread System
p,q,T = stop P,QR=0
u?(X :T).p PlQ
ul{(V).p l[p]
gol.p (viw : ch(T))P
plaq
*P

(vu:ch(T))p

Fig. 8 Syntax of Dr-calculus

We assume in this presentation a very basic type systenasitoithat ofr,
aimed only at preventing communication errors. The maiitéition is that
channels with the same name in different locations mussinitrvalues of
the same type. We assume the following syntax for types:

loc | ch(T)
The reduction semantics of therBEralculus, that we will denote with- p,
has the following reduction rules:
Hu?(X : T).p] [1[ul(V).q] —p [p{X = V}]|I[g]
ljgol".p] —p U'[p]
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Operational semantics, as usual, is given together withsrthat define
structural equivalence. Besides standard ones, it is woghtioning the
following rules, peculiar to B, which state that two locations with the same
name are the same location (differently from our calculasy that we can
enlarge the scope of a channel restriction outside a lagapi@vided that
we keep information about the location:

lplql = 1pl ]
H(vu)p] = (vu)lp]

The typing rules we consider are similar to thoserafalculus (see Figure

IF'tu:ch(T) Iz:T+P I'bFu:ch(T) TFV:T T'kp

I'cu?(z:T).p I'+ul{V).p
Nu:Tkp I'tp I'kgq I'Fp
I't (vu:T)p I'tplq T'Fxp I"- stop
Iu:THP I'tP I'tQ I'tp
'+ (yu:T)P I'+prP|Q I+ 1[p] r-o

Fig. 9 Type system for B-calculus

Like in the w-calculus encoding, we assume that we know in advance
the (finite) set of locations (and of free channel names fohdacation,
written [“1---%n) required to run the process. The set of free channel names
used within a location is statically determinable, as shbwDr type sys-
tems. We also remark that in our version af Bhannel names are absolute
and not relative to locations. This implies that channelb wie same name
must communicate values of the same type also if they ardferat lo-
cations.

The basic idea of the translation is the following. Each fioc®l is rep-
resented by an ambielfit] that contains as subambients the encodings of
channels used in communications local.tMoreover, each locatiohcon-
tains an internal ambientlf that contains a proce$§) offering as output
the location name. This is used to allow processes to peréommunica-
tions on channels located elsewhere with respect to thigjmatf site. In
particular, a systen® using at most locationg (with at most local free
channeISu}, ... ,u’fl,kl > 0), ...,1, (with at most local free channels
uf, ... uy ,k, > 0) will be represented by:

[P] | tafself i [ua (D] -y (11, - 1 Dnlself 40T 6 (D] - i, [])
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n
ul,...,

1 1 n
We will use for this term the notatioB([MT, 1, ... 1yt " k),
wherek is an integer greater or equal to the maximum nestinghdj in
types occurring inP.
Let now beg,. the group of locations angp the group of the whole
system. We define the following group and group types:

90 = Yioc * Gloc = gr({gD}7 a, {gloc}a Shh)
gi+1 - Gi—l—l = gr({gloca gD}7 {gloc}a {gauz}7 {gz})

Our types are encoded in the following way:

[[IOC]] = Jloc
[ch(T)] = gi+1 where[T] = g;

Assume the following groups and group types:

Gaux - Gz = gr({glOC?gD}a {gloc}a {gself,gloc}a Shh)
Yself * Gself = gr({gloc}a g, {QOa v 7.9]{}}79106)

Moreover assumeg : g, (for all location names that occur in the current
process),self : gseyr, u : git+1 Whereg; = [T] andch(T) is the type
of communications on channel (for all channel hames that occur in the
current process).

The encoding of B-calculus terms is given in FiguEel10.

THREADS :
[stod] 0
[pld] [P | [4]
[go!. p] ol.[r]
? VN Gauz )N[tO self .(2: gioc)-to u.(X: [T]).to n.out x.to z.[p]]

VN Gouz )N[to self (2 gioc).to u.{[V]).to n.out z.to z.[p]]
ve: giv1)(el][[p]) where[T] = g;

S
o
3
=,
T T TR

[
[ut(V).pl
[
[

——— e~ ot
=

(xp)] ]
SYSTEM
[0] 0

PlQ] Pl[[Q]

[
El/n: gauz)n[to lﬂp]”

(vie:ch(T))P] ve: gi+1)(e[inl] | [P]) where[T] = g;

Fig. 10 Encoding of Dr-calculus

The correctness of the translation, in the same sense &&foidalculus,
is ensured by analogous theorems, wherg denotes reduction in thesb
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calculus, and the translation of a type environngritis the set of assump-
tions{u : [T] | w:T € I'}. Moreover let/I, be the environment:

Jloc - Glocvgl : le - dk Gk:vgaux : G
Gself * Gsetfs11 2 Gloes - -+ 5 In * Groes S€lf © Gseiy

Theorem 7.Let P be a term of the B-calculus, such that the set of loca-
tions is a subset ofly,...,I,}, and for each locationi; the set of free
channel names located &t is a subset of u},... ,ufi} (u; for short).
Moreover letj be an integer greater or equal to the maximum nesting of
ch() in types occurring inP. If I" - P then, for any group type G we have:
IIp,[I'],9p : GFD([P], 1", ..., 1,",7) : gp.

Theorem 8.Let P be a term of the B-calculus, such that the set of loca-
tions is asubset dfl, ..., [, }, and for each location; the set of free chan-
nel names located atis a subset ofu/, . .. ,uf"} (w; for short). Moreover
let j be an integer greater or equal to the maximum nestinchdj in types
occurring in P. We have: B B

() If P —p Q thenD([P], I, ..., ;" 5) —* D(QL, 1", ..., ;" j);

(i) If D([P], I}, ..., 0", 5) —* D(Q,I,..., 1", §), andQ = [R], for
some Dr processR, thenP —7, Q.

6 Type Inference

In this section, we present a type inference algorithm fartgpe assign-
ment system. A type inference algorithm is a desirable featudistributed
systems, because it allows a type analysis to be perfornadwelien only
incomplete type assumptions about a process are available.

Given a raw proces®, i.e., a well-formed process in which all type
annotations have been erased, our type inference algodtmputes an
environment= and a well typed versio® of R (obtained by assigning
types to the the bound names occurringrinsuch that=" - P : g for some
groupg. Moreover=, P, g are the “most general” ones in the sense that
all other typings=’, P’, ¢’ (that can be given to process&$ obtained
from R by introducing type annotations) can be derived frein P, g via
substitution, weakening and a kind of subtyping.

Note that our notion of most general typing, although in s@anse
classical (see for instance_|10]), is formally differentrfr that of [19]
where “principal” typing is defined via a partial order beemdypings inde-
pendently from terms. The reason is that [19] deals with tgference sys-
tems, in which types are assigned to initially untyped tedmghis case no
type commitment is written in terms and all typing infornaattifor a term
is contained in the environment and in the final type. This esaensible
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to compare typing intended as pairs environment-type,ouitheference to
the terms to which they are assigned. In our system instezesb tgre also
written inside terms, and this information cannot in gehéemretrieved
from the environment and the final type. So to have the compigte in-

formation about a row term the term itself must be considefesitie from

these technicalities, however, the two definitions represssentially the
same concept.

Type Variables, Substitutions and Environment Operations

We first introduce some technical tools that will be usefutigfining the
inference procedure and its properties. The algorithmsdedh type vari-
ables, substitutions, unifiers, and merging of type envirents; moreover,
a partial order relation on group types and type environmexmeeded for
the derivation of a principal typing property.

Let araw processRk be a well-formed process in which all type annota-
tions have been erased. In a raw process, in particulampgestrictions are
missing, name restrictions are the fofem) R, and inputs are of the form
(x)R. If Pis a process, its raw form is the raw procéB$ obtained from
P by erasing all group restrictions and all type annotations.

In order to describe and prove properties of the inferengerihm,
it is necessary to generalize the previously introducedasyic categories
for types by extending the syntax of communication typdsy a setVr of
communication-type variables (denotedtyl et's callextendedypes the
resulting set of types.

On the other hand in the inference algorithm only environis@nth no
occurrences ohh type (hush-lesenvironments) are generated. Ty
will be introduced only in the final step of the algorithm. hetinference
process the role of typghh will be played by communication type variables
with only one occurrence in the inference judgements.

The new syntax of extended types, where most of the syntagtar
has been eliminated, is shown in Figlré 11.

As usual, in computing types and type environments the glgoris
driven by the syntax of the process; it has therefore to metteer distinct
environments whenever the process has more than one sabprdcfresh
group name is assigned to each name, but when differenioements are
put together groups must be equated. This is achieved by sywasub-
stitutions. In the context of this paper a substitution mgymp names to
group hames, and communication-type variables to comratioit types
(where types are extended with variables). Tdte the set of communica-
tion types, extended with type variables, as in Figuile 11.
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g, h,... groups (ambient/process types)

S EC,E,. .. sets of groups; G is the universal set of groups
W = message type

g ambient type

g1— g2 capability type
T = communication type

t communication-type variable

A% communication of messages of typgé

G ==gr(S,¢,6,T) grouptype

Fig. 11 Types for inference
[types-for-infer-fig]

Definition 7. [sub] An inference substitutior{substitution for short) is a
finite mapping in(G — G) U (Vr — T). Let p; range overG U Vr
and A; over T U G. A substitutions can be represented as an expression
[p1 := Ai,...,¢p := A,], wherei # j impliesy; # ¢;. As usual, we
A; ifo=yp;forsomel <j<n

assumer(p) =
() {@ otherwise.

The application of a substitution to a variable environmgtgnoted by
o(A)) is defined in the standard way. Well formed variable envitents

are closed under substitution. Applying substitutionsrtmg environment
we must take into account that in a statemgntz group names occur also

in the subjects (left hand side) of the statements. Takenldevmed group
environment!” and an arbitrary substitutios, o(I") could be non-well-
formed. For instance if; : G1,¢92 : G2 € I' we could haver(g;) = o(g2)
buto(G) # o(G2). Consequently type inference is not, in general, closed
under substitution. However it is easy to see thatifA - P : gando (1),
o(P) are well-formed thew (I"); o(A) - o(P) : o(g).

When two different environments are put together, it may éeessary to
unify different message types and group names. This is imposéithiey
are an ambient type and a capability type: in such case we faluee.
Therefore, in the definitions below, operations on types emdronments
may yield arundefinedesult denoting failure. A failure is raised whenever
none of the cases considered in definitions can be appliédré-aropa-
gates, and an operation producesuadefinedesult whenever some steps
in its evaluation producesndefined To simplify notation, we assume fail-
ure propagation as understood and we avoid indicating ity in the
definitions.

Definition 8. [unifier] We denote byy({(A4;, A})|1 < i < n}) thethree-
sorted most general unifief the set of equation§4; = A} | 1 < i < n},
if it exists, which is a substitution according to DefinitidnWe will simply
call p({(A;, A)|1 <i < n})theunifierof {(A;, A))|1 <i < n}.
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Let A, A’ be two variable environments. We denote w(th, A’) the
set
{W,W") | :W e Aandx : W € A’}

Let’s write for shortp(A, A’) instead ofg((A, A’)). Note thatp(A, A')
is the most general substitutien(if it exists) such that (A, A") is well-
formed.

As already observed, the application of a substitutiaim a group en-
vironment/” gives an environment that is not, in general, well-formest, b
causes can map two distinct group names Bbm(I") to the same group
name. In the sequel, we show how to recover a well-formedpyenwiron-
ment after the application of substitutions. This task ifgened in two
steps:

1. by unifying the communication types in different typelwaagtions for
the same group namedmpletion-unificationDefinition[3);

2. by merging (by componentwise set union) group types lgatvia same
communication typegqompressionDefinition[I0).

Completion-unification and compression are also usefuttover a well-
formed environment when the algorithm needs to merge twivamwents,
for example in typing a parallel composition.

We say that a group environmehtis consistentf for all g : G1, g :
G2 € I' we haveT' (G1) = T(G2). This condition does not implg; =
G2, SO consistent environments are in general not well-formed

Definition 9. [completion] Let I" be an arbitrary group environment. The
completion-unifierof I", denotedX’[I'], is the substitution defined in the
following way:

1. if " is consistent”'[I] is the empty substitution.
2. Otherwise let in¥[o(I")] o 0.

The environment[I"](I") is called thecompletion-unificatiorof I".

The completion procedure always terminates, either withilarg or with
a finite result consisting of a substitutidfiI]. This is obvious, since the
number of distinct group names decreases at each iterattbtha number
of group names i is finite.

The environment[I'](I") is consistent but it is not, in general, well-
formed. The basic properties of completion are formalizedhe follow-

ing.

Lemma 4. [completion prop] Let I be an arbitrary group environment. If
XY[I'] is defined then:

(i) X[I'|(I") is consistent;
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(ii) for all o such thatr(I") is consistent, there is a substitutiehsuch that
o=0c" o Xl
Otherwise there is no substitutiensuch thato(I") is consistent.
Proof. Assume that to geE’[I"] step 2. of DefinitioriP is applied times.
The proof is by induction om. If n = 0 the lemma is trivially true. Other-
wise let
S={T,T")|3g.9: gr(S,€,&,T),g: gr(S, ¢, &, T") el suchthatl' £ T'}.

Note that sinces’(I") is consistent we must have(T') = ¢/(7") for all
pairs(7,7") € S. But now beings the most general unifier &f we must
haveos’ = o¢” o o for some substitutiorr”. So we have that'(I") =
o’ (o(I")). Now observe that’[o(I")] is defined inn — 1 steps and apply
induction hypothesis.

Let G1 = gr(yl, cgh (531, T) anng = gr(ﬁﬁg, ng, (%7 T). Define
GLUGy = gr(ﬂl U, 61 UG, & U gQ,T)
It is easy to see that is associative an commutative.

Definition 10. [compression] The compressiony(I”) of a consistent group
environment" is the well-formed group environment defined as:

W(I)2{g: |JGi | g Dom(I), I, ={i | g: G € I'}}.
i€l
Using completion-unification and compression, we define@ration

< which transforms (if it is possible) an arbitrary group eoniment into a
well-formed one.

Definition 11. [uplus] LetI" be an arbitrary group environment. Defidg ") =
W(X[I](I)).

In order to discuss properties of this operation (and of tgerahm),
we introduce a partial order on types and environments.

Definition 12. The relation< on group types is defined by:
gr(‘y? (57 éa? T) é gr(y/7 (5/7 éa,? T,)

if ¥ C. € C¥%', &C & andeitherl' =shhorT =T".
This order is extended monotonically to arbitrary enviramnts by adding
set inclusion:

r<r if V(gG)e ' 3(¢G)el".GLG
A< A if V(EW)e A.3(EW)edA WS W
D'ALZTHA if I'<TIMandA < A
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The meaning ofl’ < I is that I’ is more permissive thad’ on
Dom/(I") but can contain statements which are not preseit.ifihe def-
initions of A < A’ and= < Z’ are similar. However a proced? that
is well typed with respect td" is not necessarily well typed with respect
to I/, owing to the condition in ruléOuT) which forces some inclusion
conditions on the” components of groups.

Lemma 5. [plusunion prop] Let I" be an arbitrary group environment. Then

(i) &(I) (if defined) is a well-formed environment such th3dti|(I") <
).

(ii) For all substitutionso and well-formed environments such that-(I") <
I, there is a substitution’ such thato’ ((17) < 7.

Proof. (i) Consistency follows immediately by Lemrlia 4 (i) so by Defi-
nition [I0 we get well-formedness. Moreover note thatG € X[I'|(I")
impliesg : G’ € {(I') for someG’ such thatG < G'.

(ii) First notice that by definition of £" if I3 is well-formed andl; < I
thenI? is well-formed too. Therefore(I") is well-formed, and hence con-
sistent. By Lemm&l4 (ii) we have that there existssuch thato(I") =
o’o X[I'|(I"). Now observe that’'o X[I'|(I") < I'" implies that for each
g:G e X[I'(I')thereiso’(¢') : G’ € I'" such that'(G) < G’. Let], =
{G | g: G e X[I'(I")}. We have immediately that'(| J.., Gi) < G’
and this impliesy’($(17)) < I7.

icl,

G {€:91 —> g2} F1 €: 91 — g2 (I-Name where¢ is a variable or an ambient name

{92 :gr(@,2,{g1},t2); { : g1} } Frto €1 g1 — g2 (I-to)
{g2 :gr({g1},{g1}, @, t2); {€ : 1} Fring: g2 — g2 (I-in)
{92 :gr({gi}, {g1}, D, t2);{€: 1} } Frout £ : g2 — g2 (I-out)

AR M: W F’;AII—IN:W/

(I-Path)
O(a(II7)); o' (A, A") b1 MUN 2 o' (g5 — g2)

whereo’ = X[o (I, I")]o o ando = ¢({(W, g1 — g2), (W', g5 — g1)} U (4, A))

Fig. 12 Type reconstruction for messages
[tim]
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Type Inference Algorithm

We give now an algorithm for reconstructing type informatfoom a row
process in the most general way. The algorithm is definedutfira set
of "natural semantics” rules []. A reasonable judgementdpaed by such
system would be of the form

R=FE Py

whereR is a raw processP is a typed version oR (i.e. |P| = R) and
E, g are such thaltl - P : g is the “most general” typing judgement for
R in the sense that that any other typig - Q : ¢’ for a process) such
that|Q| = R can be obtained from it by substitution axd To make this
algorithm more readable we use instead a judgements of the fo

E}_Iplg

which is intended to represent the most general typing fer#iv process
| P|. Note that this could be expresses in the former form by mgitP| =
E Pg.

Figure[I2 gives the inference rules for messages. Figurénds:tfor
processes. In all the type inference rules, group namesyaedvariables
that appear in the conclusion and do not appear in the preraisdresh. In
rule (l-out) (Figure[I2) some occurrences of group names in the gederate
environment are distinguished marking then with an ast@jixor later
use. The marked occurrences are preserved by substit8imoifian occur-
rencegx is in the domain of a substitution replacipdy ¢’ the occurrence
is changed iry’»ﬂ. Marking is completely transparent to all operations in-
troduced in this section.

In all the rules with two premises (i.e., rulésPath), (I-Prefix-Cap),
(I-Output) and (I-Par) ), the algorithm merges the two emvinents of the
premises using completion-unification and compressiomules (I-Path),
(I-Prefix-Cap) and (I-Par) two groups are identified. Moregisely: in the
rule (I-Path) the output group d¥ is identified with the input group af/;
in rule (I-Prefix-Cap) the input group d¥/ is identified with the group of
P;inrule (I-Par) the groups aP and( are identified.

In the rule (I-Output), the algorithm identifies the comnuation types
of P and M using the unifier defined in Definitidd 8. The same kind of
unification is performed by the rule (I-Input). In the (I-Antule the am-
bient name& can only be obtained by using rule (I-Name). The type of the
resulting process is a fresh group nameThe groupy’ is added to the set
of the ambient groups whegeambients can stay.

4 Note that in inference substitutions a group name can baaeglonly by another group
name.
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{9:gr(2,2,9,t)};@F10:¢g (I-Null)

AR MW I'ANFP:g

(I-Prefix-Cap
S(o (I, 1); o' (A, A') b1 M.o'(P) : o' (g2)

wheres’ = X[o(I',I")]o o ando = ¢({(W, g1 — g2)} U (A, A%))
Ig:G Ax: Wk P:g

O(o(Tg:C)); o' (D) Fx (2 o' (W)) o' (P) - 0'(g)
whereo’ = X[o (I, g : G)]o o ando = ¢(W, T(G))

(I-Input)

I'NAt+1P:g g:Gel' x¢ Dom(A)

(I-Input-Fresh
I'sAbp (z:T(G)P:g

Ig:G A P:yg I'A'FHM:W

(I-Output)
G(o(I,g: G,I")): o'(A;A') b1 (M)o'(P) : o'(g)

whereo’ = X[o(I',g : G,I")]o o ando = ¢((A, A U{W,T(G)})
AR Pgs F’;AII—IQ:gg

O(o(1,17);0'(A, A) Fr o' (P1Q) : 0'(g2)
whereo’ = X[o(I,I"")]o o ando = ¢((A, A) U {(g1,92)})

(I-Par

Ig:gr(¥,¢,8,T); AF1 P:yg

o' (I"); 0'(A, 6 g) Fr €0’ (P)] - ¢
whereo’ = XMoo, " =o(l, g:gr(LU{g},¥,&,T))
ando = ¢({¢ : g}, 4)

(I-Amb)

I''An:g'FiP:g I's Ab1 P:g n¢ Dom(A)
(I-Res (I-Res-Fresh
;AR (vn:g)P:g I'AFi(vn:g)P:g
I'AFi P:g
—— (I-Repl)
'y AbImP g

Fig. 13 Type reconstruction for raw processes
[tip]

Soundness and Completeness

In this subsection, we give the soundness and completemests pf the
inference algorithm. To this aim, we introduce restrictedsions of our
type assignment system.
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As first remark notice that the group restrictions can alwagsnoved
from a typed term to the environment preserving the typings Tan be
formalised as follows:

Lemma 6. [restriction prop] If {g:G } ;) are all the group restrictions occur-
ring in P and P is obtained fromP by removing them, then:

— - — % Y
EFP:g iff Z{g:G}upyFP:g

Proof. Let C| ] be a context not containing group restrictions. It is easy to
show using Lemm@l1 by induction @ | that:

—_— i L —=
EFOlv{g:Giw)P]: g iff = {g:G}u - C[P]:g.
The lemma then follows.

Owing to the above Lemma the type inference process candgroup
restrictions.

Let |, denote the the type assignment system for the variant obour |
guage in which there are no group restrictions (i.e. rulefRes)). More-
over, letk, 7Y denote type assignment for the variantof in which also
type variables are allowed to occur in communication typé® inference
rules in Figurdb are not affected by the presence of vasal@dviously
L, 7Y is an extension of;, in the sense that each statement validjnis
also valid ink,, ",

Finally, let I, ", denote the type inference system obtained ftgym
by ignoring the condition on inclusion g components in rul¢OuT). It
is easy to see by induction on deduction tiat™, is closed under sub-
stitution and it is preserved when the current environmgmneplaced by a
well-formed and bigger (w.r.&X) environment.

Notational conventionin the following IT denote generically a process
or a messag@/ andr either a process typgor a capability type;; — g9,
the meaning being clear from the context.

Lemma 7.[subleqclosure]

() LetI; A bgféﬂ : 7 and o be a substitution such that(I") is well-
formed. Thew (I'; A) k" o(IT) : o (7).
(i) Let = I,—,,gflf,]] . 7 and £’ be a well formed environment such ti&Et<

Z'. Then=' b, MV 1T : 7.

It is now easy to see that the generation Lenfiina 1 holds fordtiets
in i, too. This implies that there is a unique deduction for eadid va

statemenE k,tY, P : g.
The main lemma for the soundness proof is the following.
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Lemma 8. [soundness main)lif = 1 IT : 7 thenZ= I,—,,gf};]] DT

Proof. The proof is by induction on the type inference deductiorst@y
F1). Notice that in all rules the environments in the conclasiare well-
formed by Lemmdl5 (i). Moreover Lemnia 7 (i) and (ii) assuresghat
we can apply the substitutions in the conclusions also tednesponding
premises and that we can weakening the environments in dmeiges.

As an example we show the case of r(lrefix-Cap. We have:

Fl;All_IMIW FQ;AQ}_IP:gl
(o (I, 1s)); o' (A1, Ay) b1 M.o'(P) : 0'(g2)

whereo’ = X[o(I7,I%)]o o ando = ¢({(W, g1 — g2)} U (A1, A2)).

By induction we havey; Ay PV M« W andIy; Ay PP - gy

By construction we have that(A;, As) is consistent and’(A;) < ¢/(A1, A9)
fori =1,2.

By Lemmaldb{ (o (1, I")) = w(o'(I,I")) is well-formed and, then also
W(o’(I;)), fori = 1,2, are well-formed and such thato' (1)) < $(o (17, I2)).
Moreovers’ (W) = g — ¢ ando’(g1) = g, o'(g92) = ¢’ for some groups
9,9

By LemmdX (i) and (ii) we havé (o (I, I3)); 0’ (A1, A2) I_—UgJ_FE,M 1 —

g and{(o(I1, Is));0' (A1, Ag) bgf?P : g and the proof follows by rule
(PREFIX-CAP) .

Note that, by Lemm&l8 and the generation Leniha E if; I : 7
there is a unique deduction Efbgf;ﬂ : 7. This can indeed be obtained
form the deduction of' -1 IT : 7 by applying backward in the deduction
tree the substitutions generatedHipand using< to match environments.
We can keep trace of the starred group names in doing thigrticplar in
the union of.¥ fields in the compression operation a group name is starred
if it is starred in at least of theZ;. It will turn out that in the resulting de-
duction in bgf‘dfﬁ the starred group names are all and only the occurrences
of g1 in #(G2) such that there is a statemenit £ : go — g2 Where
§:91, g2 Go € Z.

We define the following closure operation.

Definition 13. [closure] Theclosureof a group environment’ (written A (1)),
wherel” may contain occurrences of the markeiis the environment com-
puted as follows:

repeat

if for someg* € . (G), g : G' € I', and.(G’) € .¥(G) then replace
S (G) by Z(G)U L (G)

until there are no morg* satisfying the above condition

Then erase alf.
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Note that ifI" is well-formed alsoa(I") is well-formed andl” < A(I")
since the effect of closure is only that of increasing tHecomponent of

group types.
Lemma 9. [closureprop] LetI'; A -1 IT : 7. Then

() a(I); AL,TVIT - 7.
(i) Moreover if I'"; Ak, 7VIT : 7 for some well-formed™ such thatl” <
I'"thena(I') < I

Proof. (i) By Lemmal® (i)I" is well-formed and them (I") is well-formed
too. By Lemmag18 an 7 (ii) there is a deduction/dfl"); A bgféP i g
which, by the generation Lemnih 1, is unique. Now the onlyoraghy a
deduction inl_—ugfé can fail to be a deduction if,, ™ is that the condition
on rule (OuT) is not satisfied somewhere, i.e. that for some actiong
occurring inP we have that taut £ is assigned a typg, — g2 and that
E:qn €A g1:Gy, go:Ge € I'and.(G1) € 7 (G2). Butin this case
g1 is starred in(G2) and at the end of the closure algorithm all starred
groupsg; occurring in.(G2) are such that”(G;) C .7 (G3).

(i) By induction on the number of steps of the algorithm offCIE3 we
show that the environmedt, resulting at thex-th step must be such that
r,<IrI'.

Definition 14. [finishing] Thefinishingsubstitutions  for a judgement™; A -
IT : 7 is a substitution whichreplaces wishh all the communication-type
variablest that occur only in the fourth components of group types§'in

Note that finishing substitutions are not inference sulitstihs in the
sense of Definitiofl7.
By an inspection of the inference rules, it is easy to seetti@variables
mentioned in point 1. can occur only in one group type and mase&om-
ponents of a capability type. So they characterize the graupvhich no
communication is done and then can be replacedhhy In the resulting
term, there can still be left some type variables as thosdiomad in point
2. which can be replaced by arbitrary communication typegekhat if an
input of the shapézx : w) occurs in some process then no output has been
offered in the ambient containing this process.

Lastly we remark that all when the raw process is structyeduivalent
to 0 the group environment contain one useless assumption sheyeey :
gr(9, o, @,t). We convene that we erase this assumption in this particular
case.

The soundness result is then a consequence of Lefhma 9 (ijvebse
ing that the finishing substitution eliminates all variablgeserving well-
formedness of environments.
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Theorem 9 (Soundness)f I'; A b IT : 7 and oy is a finishing substitu-
tion for it theno ¢ (A(I"); A) o7 (IT) = o ¢ (7).

Completeness of the type inference procedure can be proviedibc-
tion on deductions using Lemm@d#[F, 9.

Theorem 10 (Completeness)completeness]if =k, IT : 7 thenZ’ ¢ IT" :
7/ where|II| = |II'| and there is a substitutioa such that:

Lo(Il') =11
2.0(r) =71
3.0(&)<ZE.

Proof. By induction on deductions if,.
We only show the case of rule (#8). The other cases are similar. So as-
sume

EFP:g Eré:g EFRg:G ¢ e SG)

ErEP 4

whereZ = I'; A, and¢ is either a variable or an ambient name. In both
cases we must have: g € A. Moreoverg : G € I'.

By induction hypothesis of’; A+ P : g we have thatl;; Ay Fg Py : g1
and there is a substitutian; such that:

1/. g1 (Pl) =P

2. o1(g1) =9

3/. Ul(Fl; Al) S F; A.

Now I'; must contain an assignment f@r and so let

In =15, g1 : gr(, 6, 6, Th).

Beingy' € .7 (G), Z(G) is not empty and then there exists a substitution
o9 satisfying:

1”. 0'2(P1) =P

2" o9(g1) =g

3 oo(I; A1) < T A

4.09(g2) =g

where

Fll = F2, gl gr(yl U {92},(517601?1—11)

and g, is a fresh group name. Note that can always identifyg, with
another group name.

Leto = p({£: g1}, A1), I" =0o(I])ando’ = X[I"] o 0.

By definition of most general unifier there exists a substitug} such that

o1 = o} o 0. Sinceo|(I]) must be a consistent group environment by
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LemmalZ (ii) there is another substitutiet{ such that) = o o X[I"].
Now let By rule (I-Amb) we have that

ZI(o(I)); o'(A) b1 o'(€[P1]) : o'(g3)

Points 1.,2., 3. follow from the fact that = o o ¢’ using Lemm4D.

7 Conclusion

We have presented a simple calculus that combines ambidrititymavith

general process mobility, putting together the standam@hdout Mobile
Ambients actions with theo primitive of the Distributedr-calculus [9].
As observed in sectidd 5, other choices were possible fargsmobility,
namely moving up to the parent ambient, or down to a child amtbi

With the down primitive alone, even in the presence of theandout
ambient primitives, it is impossible to express tleandto moves.

The up m . P construct {n being the destination ambient) is the most
powerful of the three, since it allows the other two kinds migess move-
ments to be expressed by means of it, with the helm @indout; in par-
ticular, thedown m . P construct may be obtained in a context-free way
as(vp)plin m.up m. P], while ato m.P process may be contextually en-
coded, within an ambient, by the term(vp)plout n.in m.up m. PJ.

Since theup primitive is deterministic (the parent ambient is only gne)
the encodings of the other two constructs do not contain aajtianal
nondeterminism and are therefore correct in a strong samsentrast with
the opposite encoding afp by means ofto, where the latter's inherent
nondeterminism w.r.t. homonymous ambients does not alioexparession
of the former that is correct in all contexts, as remarkeceition[.

Nevertheless, we have chosen to adoptttherimitive for its greater
meaningfulness in the context of mobile computing, andridaigding in a
well-known foundational system such asiOwhose untyped calculus can
thus be very easily encoded in our system).

We also have chosen, for the moment, to privilege simpliditbe type
system is indeed defined in such a way that subject redudtionsa holds
by definition. The seeming complexity of the four componeitthe group
types is not real. From the point of view of the type inferertbe 4 com-
ponent merely recordsa andout actions, while thes component records
to moves. From the type-checking perspecti¢ésimply lists the ambi-
ent groups whereinto or wherefrom a given ambient is peechitb move
(driven byin or out, respectively), whiles’ lists the groups whete a given
ambient may send processes.

The % component, already present in other type systems (for eleamp
in [15]), is essential for controlling ambient mobility, akown in all the
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examples of sectidd 5: for instance, thlecomponents of the various types
state that the mail server and the mailboxes are immobilg,sanis the
firewall, and Troy and the king’s palace; at the same time theynit the
user to enter its own mailbox only, they permit an agent testbe firewall,
etc.

The novel& component is needed to control the potentially most dan-
gerousto moves, as is also apparent from the examples: the agent@mbie
is not authorized to send processes into the firewall-predesite, while
the firewall is authorized to send the capability to the agent. Observe
that, as usual, types are only static preconditions thatodg@revent more
restrictive properties from being checked at runtime; faraple, though
the agent is granted permission to cross the firewall by ibsigtype, it
cannot actually do it if in addition it is not provided at rime with the
appropriate capability.

% and& serve therefore different purposes, and are not inteeelas
is apparent, the former is mainly intended to control mopithe latter is
relevant for security.

The ¥ component, on the other hand, is a supersef’pit is not di-
rectly connected with security, and the reasons for itsgores are not com-
pelling (as a matter of fact, in the first version of the systewas absent,
and was added later). However, witha#tthe control of ambient mobility
is rather lop-sided, owing to the fact that in the standardm construct
the argumentn is the ambient one comes out of, instead of that whereinto
one enters (like in theo m construct). Thus th& component cannot con-
trol which ambients are allowed to enter a given ambient fdanvnwards,
and another more general set of permissions is necessary.

Forinstance, without” the Trojans have no way of knowing that Ulysses

may come into Troy, since he comes in hidden within the horke.case

is well-known, and in previous ambient systems this knogteday be
directly relevant for security. In our system, on the comnytrdhe danger
represented by Ulysses is already clear from his permigsisand general
processes into the palace. Actually, with teemechanism, the Greeks do
not need the horse to set Troy on fire: they might merely secehisiary
processes to Troy from the outside (#i&omponent serves to protect Tro-
jans exactly from these missiles, either coming from theidetor from the
inside).

In the absence ofpen, the simple Ulysses’ presence in Troy is not
dangerous: if he is not allowed to send out processes, herdgrtake a
harmless stroll in the city. However, the knowledge is agdse of which
ambients may move where, and completely forbidding Uly#lsesaccess
to Troy is, after all, a good policy.
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As a final remark, we observe that the very simplicity of oyetgys-
tem, which grants it an easy readability and usability, deatsallow the
control of finer properties, expressible through much maghssticated
types such as the ones by Pierce-SangidPyifgr the w-calculus. Even
the basic type system for B{9] is only incompletely rendered, since our
system cannot encode the assignment of different types rtohgmous
channels belonging to different locations; this is madesjbs in D-r by
the presence of local typing judgments, which cannot be Isited by our
only global judgments.
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