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Abstract. KLAIM (A Kernel Language for Agents Interaction an Mobility) is a simple formalism that

can be used to model and program mobile systems; it allows programmers to concentrate on the dis-
tributed structure of programs while ignoring their precise physical allocations. For establishing prop-
erties of KLAIM Nets, a logic based on HML was defined. This logic permits specifying properties
related to resource allocation, security and behaviours. A weakness of the approach is that, in order to
useKLAIM and its associated logic to establish nets properties one needs to have a full implementa-
tion of the system under consideration. This is a very strong assumption when dealing with wide area
networks, because very often, only a fragment of the system is known and a limited knowledge of the
overall context is available. In the paper, after recalligaim and its logic, we shall present a frame-

work for specifying contexts foKLAIM . Then, by relying on a notion of agreement, we shall set up a
framework ensuring that, whenever an abstract specification is partially implemented as a concrete net
(guaranteeing agreement with specifications) all formulae satisfied by the more abstract description are
satisfied also by the refined one.

1 Introduction

Many calculi [2,14, 7,11, 16] have been proposed for modelling systems distributed over Wide Area Net-
work (WAN). Indeed, classical frameworks for concurrent and locally distributed systems, like variants
of process algebras, do not guaranteséwork awarenessfhe new calculi are equipped with primitives

for dealing with the distribution of resources and computational components, for handling code and agent
mobility and for coordinating processes.

For WAN, like for concurrent systems, it is crucial to have tools for establishing deadlock freedom,
liveness and correctness with respect to given specifications. However, for programs involving different
actors and authorities it is also important to establish other properties such as resources allocation, access to
resources, agent movement, and information disclosure. For this purpose, some papers [3, 4, 10] advocate
the use of temporal logics for specifying and verifying dynamic properties of mobile agents running over a
wide area network. However, to use these formal tools to establish system properties detailed descriptions
of the whole systems under consideration are required.

Obviously, this is a very strong assumption for wide area networks, because, very often only some
components of the system are known; and one has only a limited knowledge of the overall context in which
the component is operating.

Cardelliand Gordon [3] partially solve this problem by introducing the modal operatbpse informal
semantics is: lep andy be two logical formulae, a systefsatisfiespr @ if and only if for each system
B satisfying @ the parallel composition ofA with B satisfiesl). The new operator permits establishing
a connection between the properties satisfied by a system and those of its environment, but, due to the
universal quantification that appears in the interpretation, the full logic is undecidable.

In this paper, after introducing a variantkbf Aim , we shall present a framework for the abstract specifi-
cation ofKLAIM contexts. Then, by relying on a notionafreemenof a netN with a context specification
C[ ], we shall set up a framework that guarantees that if a context specification is partially instantiated (im-
plemented) as a concrete net, then all formulae satisfied by the more abstract description are satisfied also
by the refined one.



More specifically we shall prove that@;[N;] satisfies a formulg andC,[N; || Ny is a refinement of
C1[Ng] then alsdCy[N; || No] satisfiesp.

The provided framework permits modellipgrtially specifiedsystems; moreover, thanks to the notion
of agreemenbetweencontextsand real implementationsit permits using a stepwise refinement proce-
dure for program development: the properties verified at some level of abstraction will be preserved after
refinement.

The rest of the paper is organized as follows. Section 2 contains a brief introducfifnsom and its
labelled operational semantics; the modal logic is briefly presented in Section 3. In Section 4 a framework
for specifying contexts ovauKLAIM nets is defined while in Section 5 it is shown how contexts can be
refined and how this procedure can guarantee preservation of formulae satisfaction. Section 6 concludes the
paper. A simple running example will be used through the paper for illustrating our approach.

Due to space limitation most of the proofs are omitted; interested reader can retrieved them from [9].

2 MPKLAIM

KLaim [8] (A Kernel Language for Agents Interaction an Mobility) is a simple formalism that can be used

to model and program mobile systems; it allows programmers to concentrate on the distributed structure of
programs while ignoring their precise physical allocations. Primitives are designed to provide the program-
mer with the distributed infrastructure for handling physical distribution, scoping and mobility of processes.
KLAIM is based on process algebras but makes use of Linda-like asynchronous communication and models
distribution via multiple shared tuple spaces [5, 12, 13]. Tuple spaces and processes are distributed over
different localities and the classical Linda operations are indexed with the location of the tuple space they
operate on.

For establishing properties ¢fLAIM Nets, we have designed a logic that is based on HML but has
richer action predicates that permit reasoning on the information transmitted over the net and has state
formulae for testing the presence of specific tuples at given localities. We shall uka aur logic as a
basis to work out a logic of context and refinements that, by relying on a notion of behavioural equivalence
of nets, will enable us to perform incremental construction and verificatistLaim nets by exploiting a
sort of rely-guarantee approach.

For the sake of simplicity, we shall use a simplified versiorkafaiM : uKLAIM introduced in [1].

The main differences betweé&tLAiM andpKLAIM being that the former allows high-level communication
(processes can be used as tuple fields) while the latter only permits evaluating process remotely. Moreover,
the simpler language does not make any distinction between physical and logical localities and does not
rely on allocation environments.

A UKLAIM system, called aet is a set ofnodes univocally associated tlocalities that can be seen
as addresses used to refer to nodes. We shallusedenote the set of localitidsl, ... and U to denote
the set oflocality variablesu,us,. ... The symbo¥, possibly with subscripts, will be used to denote either
localities or locality variables. Every node has a computational component (a set of processes running in
parallel) and a data component (a tuple space). Processes interact via tuple spaces either locally or remotely.

The syntax oflKLAIM nets is defined in Table 1. A node is defined by two parameters. The first one, is
the localityl that identifies the node. The second one is either the pré;essning atl, or a tuple, which
is stored in the tuple spacé&ef)) located at.

MK LAIM nets are obtained by parallel composition of nodes. We shall@béto denote thalN contains
a node whose locality is We usdoc(N) to denote the set of localities that belong\o

Process syntax is defined in Table 1, wheitestands for the process that cannot perform any actions,
P1|P, andP; + P, stand for the parallel and nondeterministic compositiof,0&nd P, respectively. The
termact.P stands for the process that executes the aetadthen behaves lik€. The possible actions are:
out, that inserts the evalutaion of a tupgléZ [t ]]) in a located tuple spacé andread, which retrieve a
located tuple matching@mplateT, andeval that spawns a process to be evaluated rembtely

1 In the standardversions ofuK LAIM, processes are also equipped with a primitive, naneadog, for creating new
nodes with a nevireshlocality. For the sake of simplicity, we do not cosider that here



N = NETS Pu= PROCESSES
P single node | il Nil process
| 1z (et) located tuple | aP Action Prefixing
| Nif[Nz  netcomposition | PP Parallel Composition
| P+P Nondeterministic Choice
T u=F| F,T TEMPLATES | X Recurcion Variable
F o= f| Ix| lu TEMPLATE FIELDS | recx.P Recursion
t u=f| ft TUPLES
f i=e| || u TUPLEFIELDS a:n= ACTIONS
et = ef| ef,et EVALUATED TUPLES out(t) @ output
efu=V || EVALUATED FIELDS | in(T)@ input
e 1=V | x| ... EXPRESSIONS | readT)@  read
| evalP)@ migration
| newloq(u) creation

Table 1.yKLAIM Syntax

A tuple is a sequence afctualfields. Each actual field can be either a locallly & variable X or u) or
an expressiong). The syntax for expressions is not specified; we only assume toaild be a valueg, from
the set ofhasic valued/al, or avariablex, from the set ofvariablesVar. A tuple is evaluated, and called
et, if all of its fields are either localities or basic values. Tuples are retrieved from tuple spaqegteian
matchingusingtemplategT). Templates are sequencesaesfualandformalfields. these areariablesthat
will get a value when a tuple is retrieved. Formal field are signalled byleefore the variable name.

The matching predicate is defined in Table 2: ac{M;) matchV,V)=[ (M2) match!x V)= [V/¥
tyal fields match |_f they are identical while formal (Mg) match(l,1) =[]  (Ms) match!u,l) = [l
fields match any field of the same type. A template match(F, f) = o1 match(T,t) = o
T and a tuplé do match if they have the same num- 5
ber of fields and the corresponding fields do match. match( (F,T), (f.t))=01-07
A successful matching returns a substitution func- Table 2. Matching Rules
tion replacing the variables contained in the formal
fields of the template with the values contained in the corresponding actual fields of the accessed tuple.
We let Substbe the set of substitutions (with finite domaim)o,,.... We write- to denote substitutions
composition and] to denote the ‘empty’ substitution.

Theout(t)@¢ action adds the result of evaluatintp the tuple space at locality Where, the evaluation
of t (T[[t]) is the tuple obtained fromreplacing each expression with the corresponding value. The actions
in(T)@¢ andread(T )¢ are used to retrieve information from tuple spaces. Differently foumnthese are
blocking operations; the computation is blocked until the required action can be performed, i.e. a tuple
matching templat& can be found.

Thein(T)@¢ action looks for a tuple matching in the tuple space located #dWhen a matching
tupleetis found it is removed from the tuple space and the continuation process is closed with substitution
o = matcHT,et) that replaces the formals ih with the corresponding values &t. For instance, ifT =
('u,4) andet = (1,4) thenmatcHT,et) = [ /u]. Theread operation behaves likie but does not remove
tuples. The actionm (T)@¢.P andread(T ) @¢.P act as a binder for variables in the formal fieldsTofThe
primitive eval(P) @¢ spawns a proces$3at the locality?.

A variable will be calledfree if and only if it is not bound. A procesB is closed if and only all its
variables ardound In the rest of the paper, we shall only consider closed processes. We wilRw#5eQ
if processe® andQ are equal up to renaming of bound variables.

The operatorec X.P is used to define recursive processes where we assume that each occurience of
in P are guarded, i.e. under the scope of an action prefixing operator.




Tt] =et
(OuT) olet
N| I :outt)@’ ' Pl =P >ﬂ NT=PI P |1 (et
(EvAL) N|I:evalQ@l'P|I:P >M NPl :P|Q
matcH T[T ]J,et) =0
(IN) . , , li(et)@’ P
N|I:in(M)@l".P|I":(ety =———— N |1 : Po| 1" ::nil
matcH T[T ]J,et) =0
(READ) , , 1:r (et)@’ ,
N |l :read(T)@I".P || I":: (et) =————— N | 1 :: Pa || I" :: (et)
_ A, N
(STRUCT) N=N; N;p>—N; Np=N
N =25 N/
where
Ni [ N2 =Nz || Ny (N1 [[ N2) | N3 =Ny || (N2 || N3)
[::P=1:(Pnil) I ::recX.P=1:: P[recX.P/X]
[ (PP) =Pl Py

Table 3.pKLAIM Labelled Operational Semantics

To make the involved localities and the information transmitted over the net evident, we have to rely
on a labelled operational semantics. Transition labels carry information about the action performed, the
localities involved in the action, and the transmitted information. We congidas the set oA whose
structure id; : a@l». Locality |1 denotes the node where the action is executeis, the node where the
action takes effect, terra, which describes the kind of action performed and the information transmitted,
has the following syntax:

a:=o(et) |i(et) |r(et) | &P)

In the rest of the paper we will refer 1@ andl,, respectively, as the source and the target of a transition
labelA. For instance, if a process runninglainsertsZ [[t] in the tuple space located lat by executing
out(t) @I, then the corresponding transition of the net is labelletiby(7Z [t ])@l2.

In this paper, we shall define two kinds of transition relations: a classical one and a new one that make
invisibleall the actions that do not involve localities in a givenlset

Let =— be the least relation induced by the rules in Table 3.LLbe a set of localities, theeduction

relation =— is defined as follows: for ead; andNy, N; >@>L N, if and only if:

- Ng >ﬂm N> and eitheil or |, belongs td_;

I/:/ |l .
C N =202 ) L andN 2292,

Definition 1. LetL be a set of localities, we say that a iéteavesL foreverif there exists an infinite sets
|1Za@|2

of nets{N; } such thatNo = N and for each 3l1,l2: Nj =——= Ni;1 andly,l> € L.
This latter notion permits characterizing those nets with actions that either lead to stopping or to passing
infinitevely oftenthroughthe subnet singled out Hy.

Example 1 (APrintServe). Here we show howKLAIM can be used for modelling a simple print server. In

Table 4 you can find thregk LAIM nodesPrintServer Printer andPClient Located aPrintServerthere

is a process that waits for a print request. Each request contains the locality that sent the request. When a
request is found in the tuple space locat®antServer the process sends to the printer the document and
waits for the result that, when available, will be comunitated to the remote client. Each client, first retrieves



Printer :: recX.in(! from)@Printer. PrintServer:: (“PrintSlot’)
(X|out(from)@PrintServemil | (“PrintSlot’)
| recX.in(“Print”,! from)@PrintServer
PClient :: recX.in(“PrintSlot’) @PrintServer (X|out( from,docnamé@Printer.
out(“Print”, PClient)@PrintServer in(from)@PrintServer
in(“PrintOk”) @PClient X out(“PrintOK’)@from.
out(“PrintSlot’) @PrintServemil )

Table 4. A simple ulKLAIM system

a“PrintSlot’ hence sends to the server the document to print and wait for the fé€liknt is a possible
MKLAIM implementation for a node.

3 A Modal Logic for pKLAIM

For specifying dynamic properties pKLAIM systems, in the proposed framework the classical diamond
operator (-)) is indexed witHabel predicatesA netN satisfies a formula4) g, w.r.t. a given set of localities

L, if there exists a labeél and a neN’ such that we haveé >LL N’, A satisfiesz andN’ satisfiesp. Process
predicates are used to spectaticproperties of processes that are spawned to be evaluated remotely. These
predicates shall permit specifying properties about the accesses to the resources of the net (data and nodes)
that a process might perform in a computation and their causal dependencies. The logic provides also state
formulae for specifying the distribution of resources (i.e. data stored in nodes) in the system. The logic has
been equipped with a sound and partially complete proof system (not presented here) based on tableaux and
inspired by [6, 15, 17].

Let @ be the set of logic formulae defined by the grammar of Table 5, whdenotes logical formulae,

K is logical variable belonging to the séi_og 4 denotes dabel predicatei.e. a predicate that finitely
specifies an infinite set of transition labels, apddenotes grocess predicatthat expresstaticproperties

of processes. Finallym denotes a finite sequence of pairs d; whereuy; is a locality variable while; is

a term denoting a subset of localitites.

A formula @ can be eithetrue, and this —
is satisfied by every net, or a composite fof- P = true~\ {H@! | (Eu:d- D)ol Kk |vK0| oV o[-
mula: A netN satisfiesq, V @ if N satis- di=x|{l}|d1—d
i N does not atieiep. Specits state or-| -~ ¢ 1(1:0@%2| 02 | 403,
mulae (t)@¢) are introduced for specify- o =0 | 1) |R() | E(pp)
ing properties related to the data placementPP ::= 1¢ | ap — pp | pp /A PP
over the nodes\ satisfiest)@/ ifandonly | ap ::=o(t)@1lp | i(T)@1p | r(T)@1p | e(pp) @1p
if N contains node and tuple(Z[t]) is :
stored in the tuple space located/aDy- Table 5. The logic forpKLAIM
namic properties oflKLAIM systems are specified using the operatiamond(({E ﬁmxp) that is in-
dexed with predicates specifying properties of transition labels. Funatighinterprets each predicate
as a set of transition labels whi¥-) interprets a sequenmﬁvd as a set of substitution. Létbe a set of
localities, the intuitive interpretation & J:Tiﬂl)(p will be: A netN satisfies(2) o if there existo, A and
N’ such thato € £(u: d), (€ A[40], N =25 N’ andN’ satisfiesp{o}. FunctionsZ(-) andA[/-] will be
formally defined later (see Table 6 and Table 7). We dEnit: d whenu: d is empty.

Recursive formulaek.@are used to specifyfinite properties of systems. To guarantee well definedness
of the interpretation function of formulae, we shall assume that no vanabteurs negatively (i.e. under
the scope of an odd number -efoperators) irp.

Other formulae like[E lm.ﬂl](p, @ A @ or K. can be expressed ip. Indeed [E m.ﬂ]@ =
-(E ufﬁj.ﬂl)ﬂ(p, @A @ =—(—@1 V@) andpk.@= —VK.—@—K/K]. We shall use these derivable formulae
asmacrosin @.




M [true]e = Net M1V @lle = M- [@u]e UM [@z]e
M*[k]eo = g(k) M*[~¢]e = Net—M"[¢]e

M-[(t)@Ie = {N|]3NL: N =Ny || 1 :: (Tt]o)} M"[vk.¢lle = U{AIN S M“[g]e- [k — A}
MY[{E u:d.2)pe = {N|30 € Z(u:d)3r € A[AG]3IN'.N = N',N' € M“[go]}

s(u:d) = {ovu : ¢ € u: d.o(u) € D[c]}
Table 6. Formulae interpretation function

Ale] =A

Aflz:0(et@I2] = {11 : o(e) @I} Afly: I(e)@l2] = {I1 :i(e) @Iz}
Afl1:R(et)@lo] = {l1: r(et)@l2} Afl1:E(et)@lo]] = {l1: e(et)@l2}
Al na] =AlalnAlA]  AlAUA] =A[A]UA[A]

Table 7.Label Predicates Interpretation

The interpretation function of formulae makes uséogical environmentsfunctions that, given a logi-
cal variable, yield a set of nets.

Let VLog be the set of logical variables amdlet be the set ouKLAIM nets, we define théogical
environmenEnvas a subset d¥ Log— 2N. We should use, sometime with indexes, to denote elements
of Env.

Let L be a set of localities, the interpretation functibit[[-] : @ — Env— 2V® that, using a logical
environment, for eaclp € ®, yields the set of nets that satisfyor, equivalently, the set of nets that are
modelsfor @ with respect to a logical environment. Functidit[-] is formally defined in Table 6 where is
used functiorD[-]] defined as follows:

D[] = LD[{l1,...,In}] = {l1...,In}D[d1 — dp]] = D[[ch]] - D[[c]

Please notice that the logic interpretation function is parametrized with respect to a giverofset
localities: formulae will state only properties regarding these set of names. Standard logic interpretation
can be obtained considerihg= L, i.e. the set of all localities.

We will write N = @if N € M“[¢@]ep wheregy is used to denote the empty logical environment.

A label predicateq is built from o and abstract actiong¢; : a@¢2) by using disjunction-(U-) and
conjunction (N-).

Predicateo is used to denote the set of all transition labélbstract actiongdenote set of labels by
singling out the kind of action performeddt, in, ...), the localities involved in the transition and the
information transmitted. Abstract actions have the same structure of transition labels; buytrbeess
predicatesnstead of processes.

Formal interpretation of label predicates is defined by means of interpretation fuaditibrThis func-
tion takes a label predicatg and yields a set of transition labels. Some clausules that defifi#san be
found in Table 7.

A property like:never a process, which is not locatedl gtretrieves the tuplet from the tuple space
located atl, would be rendered ask.—~(E u: (x—I1).u: I(et)@lz)true A[o]K.

Process predicates shall be used to specify the kind of accesses to the resources of the net (data and
nodes) that a process might perform in a computation. These accesses are composed for specifying their
causal dependencies. The The properties we would like to express are of théifirmaad something and
then use the acquired information in some way”

We usel, for a generic process angb, A pp, for the set of processes thsatisfypp; andpp,. A
process satisfiesp — pp if it may perform an access (i.e. an action) that satisfieand use the acquired
information as specified byp. The satisfaction relation between actioast() and access predicatesp]
is quite intuitive. For instance, in the casemft andeval we have thabut(t) @/, satisfieso(t) @¢, while
eval(P) @/ satisfiese(pp) @/ if and only if P satisfiespp.

Process predicates can be thought of as types that reflect the possible accesses a process might perform
along its computation; they also carry information about the possible use of the acquired resources. For



P[[1p] = Proc P[lppy App2ll = Plppa ] NP[pp,]
P[lap — pp] = {P|3act,Q1,Qz

P=qQ1,Q % Q2,act € AC[ap], Q2 € P[[pp] }
whereAC[-]) is defined as follows: P
AC[o(t)@/]] = {out(t) @} AC[i(T)@/] = {in(T)@¢}
AC[[x(T)@/] = {read(T)@¢} AC[e(pp) @] = {evalQ)@/|Q € P[pp]}

AC[n(u)] = {(newlogu)|u’ € VLoc}
Table 9. Process predicates interpretation functions

these reasons process predicates are not able to distinguish st&ical from P;|P,. These processes
will be discriminated by the full logic when that are executed on a node.

To formally define functiorP[[-] that yields the set of process satisfying a given process predicates, we
need to introduce a transition relation for describing possible computations of processes. The operational
semantics proposed in Table 3, is not adequate, because it describes the actual computation of nets and
processes. Instead, we need an a sorlstract interpretatiorof processes that models the structured
sequences of actions a process might perform during its computation.

. . . act . . . .
Let 7’ be a set of variables, we will write =—=- Q if: the proces®, at some point of its computation,
Vv

can perform actiomct and all the actions, that syntactically precea# executed beforact, do not bind
variables in?/.

i 1 i | bvactyn?¥ =0
Definition 2. LetP —,, Q be the relation defined in Ta (act) fecX.P — . PlrecX.P/X]

act .. . .
ble 8,P —= Qis inductively defined as follows: actP —q P
v PIQ—, P P+Q_yP

Table 8. Abstract interpretation of processes (sim-

act
— for every?, actP —— P
Vv . )
metric rules for] and+ are omitted)

. , , act act
if P—, P andP ? chenP? Q

Process predicates interpretation functitjr] is inductively defined in Table 9. We will write : pp to
denote thaP < P[[pp]]. Conversely, we will write=(P : pp) whenevelP ¢ P[[pp].

We would like to remark that process predicates repressnf causal dependeisequences afccesses
that a single procesaightperform and not actual computational sequences. Thus process predicates are not
able to distinguishry |P, from Py + P». Indeed, inPy|P,, like in Pp 4+ P, the accesses thBf might perform
are notdependenbn those thaP, might perform. In that sens@;|P, andP; + P, satisfy the same set of
predicates.

We can now turn our attention to an interesting subset of our logic, namely the one including only
positive formulagWe defined™ as the set of formulag defined using the following grammar:

@ = true | false| t@¢ | (A)p| K | VK.@| K@| @V | OAQ

Positive formulae can be used for specifying liveness properties. These are useful when one has to
establishaccess right violationd.e. properties likéa given sequence of transition can be executed in the
system” We will use positive formulae later when we consider refinement of context specifications.

Example 2.Let us consider some interesting properties for the print server described in Example 1. The
first property we can specify is that the system is deadlock-fre€o)k A [o]K

Another interesting propery shold be that never a process that is not loc&edt&ervercan directly
send documents to therinter: — (UK.(E uy : (x — {PrintServel).uy : x. : uy : o(up) @Printer)true V (o)K)

Please notice that, the second formula relies on the negation of a positive formula.



4 Context specifications

In order to establish properties of network oriented applications it is definitively too demanding to require
full knowledge of the whole system. Often, only part of the application is known and the knowledge of the
restis limited to the possible interactions of the environment with the known part and to the resources made
available by the environment. Here, we propose an approach that permits representing the known part of the
system by means of@ncrete languagalKLAIM in our case. For representing theknownpart, instead,
we introduce instead an ad hoc formalism that enables us to provide an abstract description, that we call
contextof the environment.

Indeed, a network application can be thought as composed of two parts:

— the part that we completely know;
— a partial specification of the rest of the system that models context.

By following this idea, we define a framework for finitely specifying contextsfiiLAiM nets and
introduce an operational semantics fg{LAIM net within a context. We shall also define a notion of
agreemenbf a pKLAIM netN with a context specificatio@] | that will enable us to study the effect of
specific concretions of the abstract specification.

The specification of the context shall take into account two aspects: the resources provided by the
environment (sites and tuples) and the interactions that the environment is willing to engage with.

O is the set ofspecification of context defined in Table 10, where the same notation of Section 2 is
used. Termg¢ andet@/ indicate that within the context there is a node whose namausl that tuplest
is available at nodé.

Ju.n plays the role of existential quantification; it states thdti$ a new/freshlocality then context
garantees existence of a component that behaves[likg. Operatot is used to model contexts containing
an unbouded number of components each of wich specified Bgrm!n can be read asx!n.

Computational specification of the context is described by terms of thefpract. p, which states that
at locality /1 there is a process that can perform actghand that the remaining contextiis

Context specifications are composed®iand®: ny ® ny
states that the context behaves like botlandn, while ny &
n, states that one af; andn; specifies the behaviour of the
context. Ternrecrtp is used forecursive contexthere it is
assumed that all occurrencesroih p are guarded. Table 10.Net Contexts

From now on we will considefbstract Netsi.e. uK LAIM
nets that work in a contexh(N]). The operational semantics of abstract nets is presented in Table 3.

nu=p| 3un| men| mon | In

pu=0| (I:act).p| t@o | p@o
| rectp| | pep| pop

Example 3.The following is a possible specification for a client running in the context of the print server
presented in Example 1:

Ju.recrtu :in(“PrintSlot”) @PrintServer : out(u)@PrintServer : in(“PrintOK’ ) @u.Tt

In the next section, we will show that tiRClient presented in Table dgreeswith the above specification.

5 Context refinement and property preservation

By using the operational semantics presented in the previous section, we are able to consider the compu-
tations of a net within a partially specified context. By exploiting the operational semantics of context it

is then possible to interpret the modal logic formulae of Section 3 also av@extualized system$o

export the properties established for abstract netotwrete netgi.e. systems where we have replaced

the context specification with@ncreteémplementation) we need a notionrefinemenbetween concrete
implementations and context specifications that guarantees preservation of formulae satisfaction.



T[] =et

1:o0(et)@’
—_—

n®ly:outt)@l.p[N || l2:: Q] =~ N@P[N | l2:Ql Iz : (et)]

nely: eval Q@ piN | 1 P 2%,

matcHZ[[T J,et) =0

N p[N || 12 :: P|Q]

ety in(1)@T.pIN 12 (o] — 102,

matcHZ[[T J,et) =0

n® p[N || |2 nil]

I’(|1)etlz
—_—

n®ls ::read(T)@l2.p[N || 12 :: (et)] = N PN | I2: (et)]

I Zn®p[N] n@ pl/u][N] = rf Nl nen Ny =25 n@ny [Ny

n®3u.p[N] = nf [N'] no!ng N] = n@ np@!ing [Ny
Nz [N || I 2 nil] LN N2 [No] np [Ny || 12 (et)] LN N2 [No]
nN® @ [Ny =2 np [Ny Ne (e)@ [Ny] =2 np[Ny)

Table 11.Context Labelled Operational Semantics

Below, we shall define such a notion and shall show that if d\nista refinemenbf a context specifi-
cationn, i.e, the latter is partially instantiated (implemented) as a concrete net, then all formulae satisfied
by the more abstract description are satisfied also by the refined one.

More specifically, we have that if®@ n [N] satisfies a formulg andn; refinesN; then alsan[N || Ny]
satisfiesq. The context refinement is defined using two relations betw#@mim nets C; and~),
which will be formally defined later in this section and capture the intuition that smaller net can exhibit
fewer behaviours, where these are used to describe the set of all possible computations of a net.

Definition 3. A netN approximateshe contexBu; ... 3uy.p within the abstract nenh; [N;] if and only if
there existy, ...,In € N such thating ® p[l1/us, ..., In/un] [Ni] Qﬁoc(Nl) Ny [Ny || N]

Definition 4. A netN agreeswith the contexBu; . .. Ju,. p within the abstract net; [N;] if and only if there
existsly, ..., In € N such thatn; ® p[la/ug, ..., In/un] [Nz] ~jocng) M [Na || N]

In the rest of the section we shall prove that:

if a netN approximatesp overny [N;] then for each positive formula
n; ® p[N1] =L —~@then we also have; [N || Ni] =L —@.

This permits guaranteeing that un-satisfaction of positive formulae is preserved by context aproximation.
Since positive formulae can be used for expressintation of accesseshis means that iN aproximates
p with respect ta; [N1] andn; ® p[N;] does not violate giveaccess rightsthese are not violated also by
ny [N H N]_].

The other result that we shall establish connects formulae satisfaction to context agreement: If a context
specification is partially instantiated (implemented) as a concrete net then all formulae satisfied by the more
abstract description are satisfied also by the refined one:

If N agreeswith p overn; [N;] then each formula satisfied oy ® p[Ni] is also satisfied by
M [N [ No] = ©.



We shall now introduce a behavioural equivalence bety#amimM nets that is based on a preorder over
computation trees of nets; we shall cadit behavioursuch computation trees. To define the equivalence
we need to introduce two preorders for comparing processes and transition labels.

t
The preorder for processes is defined by relying on the transiﬂ%a:» introduced in Definition 2.

Definition 5. Relation>' is inductively defined as follows:

— for every proces® andQ, P> Q;
— P>l Qifand only if:

e ifQ % Q andact # eval(Q;) @I thenP % P andP >' Q';

[ | (P @ . .
e ifQ % Q thenPw:l)@ P andP' >'Q, P >' Q.
v v

Finally, P > Qif and only if there exist®’ andQ such thatP =4 P/, Q = @ andP’ ' QY for everyi.

Preorder> guarantees that, B > Q thenP performs allaccessesf Q. In other words, every sequence
of actions performed b{) can be also be performed By however the sequences Bfcan be intermixed
with other actions.

The first result we have is th&> Q implies thatP satisfies all process predicates satisfie@by

Theorem 1. If P> QandQ: pp thenP: pp.

Labels inuKLAIM are complex and also for them a preorder is needed for abstracting from some details.
This relation is defined by taking advantage of the equivalence between processes introduced above.

Definition 6. Let < be the smallest relation that satisfies:

- A=A
—li:eP)@; <11:eQ@l,if P> Q.

Intuitively A1 < A2 if and only if they have the same structure and the corresponding mobile components
are related via>.

Theorem 2. If A1 < Az then for each label predicata, if A, € A[4] thenAy € A[A4].

Nets will be compared according to their computational tredsebiaviours these are built according

to the following syntax, wherg is a transition label from\ as defined in Section 2:
Fri=1| |et@ | et@A—T | A | TAT | @

The set of all possible behaviours will be denoted®ywhile the set ofpositive behavioutsi.e. of
behaviours that do not contain neitienor et@l as sub-term, is denoted I8/ .

LetL be a set of localities, we will writél - I to indicate that nelN has behavioF. The symboll is
used to represeflly unspecified behaviowand every nel is assumed to have as a possible behaviour
(N FL L holds for anyN andL). We haveN _ et@! if and only if| € L, | € N andet s in the tuple spaces
atl.

The behaviouh — I" represents the set of those systems that are able to perform an action equivalent to

A and have behaviodr. Thus,we havé\ . A — '’ if and only if there exisN’ such thatN >l>|_ N" and
N’ : T’. Viceversa a net has a behaviauif it cannot evolve with a transition labelled Formally,N - A if

and only if there is ndN’ such thaiN >—LL N’
A netN has a behaviodr; AT 5 if it has bothl'y andlFa (N: T AT if N:TpandNy : o).
Behaviourw represents the capability of performing any actions; no net has behavidiLis used for
inconsistent behavioursy is equivalent to behaviours likeA A — L that cannot be satisfied by any net.
Behaviours will be compared via an ordering relatien,that is defined in a such way thatis the
minimum andw the maximum.
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Definition 7. < is the smallest ordering relation defined as follows:

- w<r

-r<.4r

— A —=T1< A —=Tif1 <y, andA1 <Az
MAT2<To2AT1

MAT <TIq

FIAT <ToATIifIM1 <l

If we interpret behaviours as requirements over the actions executed by a net during its computations
then the orderin@ 1 < I'; indicates that a net with behaviolly satisfies more requirements than a net with
a behaviouf ».

Definition 8. LetL be a set of localities and Iéd; andN, be nets that do not leaveforever (see Defini-
tion 1):
1. Ni C,” Nz if and only if for allT; € B such thatN, - 'z there exist$'; € B™ such thatN; -, and
[ <To.
2. N; C| Ny if and only if for allT, € B such thatN, - ', then there existE1 € B, with Ny - M1, such
thatl"'; <Ty;
3. N;~ Nyifandonly ifN; £ Np andN; T Nj.

Theorem 3. LetL be a set of localities, for eadi;, N, and @, If N; ~ N andN; = @thenN, =i @.
Theorem 4. LetL be a set of localities, for eadiy, N; and@e LT, Ny T No, Np = @thenNy = @.
Theorem 5. If N approximateg overny [Ny], for eachgpe L7, if ny @ p[Ni] =L ~@thenni [N || Na] = —¢
Theorem 6. If N agreeswith p overny [Ny], for eachp e £, n1 ® p[Ni] = @if and only ifny [N || Ni] = @

Example 4.Please notice that the nod@€Elient of Table 4 agrees the context of Example 3, within the
net obtained by parallel composition BfintServerand Printer of Table 4. This means the satisfaction
of formulae of Example 2 is preserved. Another possible implementation for the print client should be the
following:
PProxy:: recX.in(!u)@PProxyout(PProxy) @PrintServer
in(“PrintOk" ) @PProxyout(“PrintOK’ ) @u.X ||
PClient2 :: recX.out(PClien2) @PProxyin (“PrintOK” ) @PClient2.X

Also this implementatiomgreesthe proposed context specification.

6 Conclusions
We have introduced a framework for specifying contextskamiMm nets. By means of contexts, we are
able to provide abstract specifications of a given system and avoid describing all of its components in full.
Indeed, some of these components could be known or implemented only at a later stage. Then, the imple-
mented component can be removed from the context and added to the implemented part thus performing a
concretionoperation.

A context over a néll can be viewed as the composistion of a given set of specifications. One can obtain
a full implementated system by progressively replacing specifications with concrete implementations. The
proposed framework guarantees that at each stage of refinement, if the introduced implementation agrees
with the specification, satisfaction of formulae will be preserved. Indeed, for specific properties, definable
via positive formulae, we can guarantee that if aKeh a specific context] | satisfies a given formula
then every net obtained by composiNgvith a context, that can be considered a concretid®¢fdoes the
same.

The framework can be seen as a starting point for defining a methodology for developing and analyzing
network applications. Context specification can also be used for modwitimglers i.e. malicious compo-
nents that try to modify the behaviour of a systems. Properties established for nets with intruders can then
be useful for guaranteeing security requirements.
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