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Abstract

We introduceCKLAIM , a process calculus that can be
thought of as a variant of theπ-calculus with process dis-
tribution, process mobility and asynchronous communica-
tion through distributed repositories. Upon it, we develop a
semantic theory to reason about programs. More precisely,
we introduce a natural contextually defined behavioural se-
mantics, give a coinductive characterization in terms of a
labelled bisimulation and illustrate some significant laws.
Then, we smoothly tune the theory to model two more con-
crete settings obtained by explicitly considering failures and
node connections, two low-level features that in real life can
affect the underlying network infrastructure and, hence, the
ability of processes to perform remote operations.

1 Introduction

Technological advances of both computers and telecom-
munication networks, and development of more efficient
communication protocols are leading to a ever-increasing
integration of computing systems and to diffusion of so
calledglobal computers. These are massive networked and
dynamically reconfigurable infrastructures interconnecting
heterogeneous, typically autonomous and mobile compo-
nents, that can operate on the basis of incomplete infor-
mation. Global computers are fostering a new style of
distributed programming whose key principle isnetwork
awareness, i.e. applications have information on network
characteristics and can adapt to their variation.Code mo-
bility has proved to be a suitable abstraction to design and
program network-aware applications. To support this pro-
gramming style new commercial/prototype programming
languages with suitable constructs have been designed (e.g.
Agent TCL, Facile, Java, Obliq, Pict, TACOMA, Tele-
script/Odissey); this activity has involved several important
ICT companies (e.g. Dec, General Magic, IBM, Microsoft,
Mitsubishi, Sun) and academic research institutes.

Global computers spreading has required the founda-
tional research to develop specification and analysis tech-
niques which can be used to build safer and trustworthy
systems, to demonstrate their conformance to specifica-
tions, and to analyse their behaviour. Theoretical models
and calculi could provide a sound basis for constructing

systems which are ”sound by construction” and which be-
have in a predictable and analysable manner. The crux is
to identify what abstractions are more appropriate and to
supply foundational and effective tools to support develop-
ment and certification (stating and proving correctness) of
global computing applications. Several foundational lan-
guages, presented as process calculi or strongly based on
them, have been developed that have improved the formal
understanding of the complex mechanisms underlying net-
work awareness and code mobility. We mention the Am-
bient calculus [9], the Dπ-calculus [21], the DJoin calculus
[18], andKLAIM [16]. Their programming models encom-
pass abstractions to represent the execution contexts of the
net where applications roam and run, and primitive mecha-
nisms for coordinating and monitoring the use of resources,
and for supporting the specification and the implementation
of security policies. This paper should be considered as a
contribution to this research effort.

We focus onKLAIM [16], an experimental language with
programming constructs for global computing that com-
bines the process algebraic paradigm with the coordination-
oriented one.KLAIM shares similar intentions and motiva-
tions with the other above mentioned mobile process cal-
culi, but rests on different design choices.1 Distinctive fea-
tures are communication through distributed repositories (a
very flexible model that fits global computing requirements
[15, 11, 17]) and remote operations (these supply a realis-
tic abstraction level and avoid the need to heavily resort to
code mobility). KLAIM permits modelling large-scale dis-
tributed systems made up of several mobile components that
can explicitly refer to the network nodes where they can
place and retrieve data and processes. The nodes of a net
can be thought of as physically distributed machines, or as
logical partitions of the same machine, or, broadly speaking,
as shared resources. Each node can be accessed through its
locality name and contains a single data repository and pro-
cesses in execution.KLAIM primitives allow programmers
to distribute and retrieve data and processes to and from the
nodes of a net. Localities can be dynamically created and
communicated over the network and are handled via sophis-
ticated scoping rules̀a là π-calculus.

1We refer the interested reader to [4] for a full account of motivations and advan-
tages of theKLAIM approach and for an outline of its theoretical foundations and
implementation efforts.
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KLAIM has a rich set of constructs that ease the task
of programming and are at the basis of the programming
languageX-K LAIM [5], whose run-time system [6, 14] is
written in Java. In this paper we abstract the basic fea-
tures ofKLAIM into a process calculus that we callCK-
LAIM (coreKLAIM ) whose primitives permit modelling the
real world accurately while enable developing effective and
analytical tools to reason about program behaviours. In-
deed, the bisimulation congruences we introduce in this pa-
per are powerful means to formalize and prove properties
of programs (that, once verified, can be translated into Java
programs and then executed).CKLAIM can be thought of
as a variant of theπ-calculus [25] with process distribution,
process mobility, and asynchronous remote communication
through distributed repositories. The syntax ofCKLAIM

and its operational semantics, based on a labelled transition
system (LTS) inspired by [25, 28], are given in Section 2.

In Section 3, we present (weak) behavioural congruences
for CKLAIM . We first introduce a natural contextually de-
fined behavioural semantics by following the approach put
forward in [23]. Thus, we define areduction barbed con-
gruencethat considers as equivalent those nets that cannot
be taken apart by anyobservationduring their computa-
tions in all (net) contexts. While intuitive, the definition
of barbed congruence suffers from universal quantification
over contexts, that makes congruence checking very hard.
As it has been already done for other process calculi (e.g.
[29, 1, 21, 24]), it is then important to devise proof tech-
niques that avoid such quantification. Thus, by exploiting
the information carried in the labels of the LTS, we define
a more tractable characterization of barbed congruence as
a non-standard labelledbisimilarity, thus obtaining a pow-
erful coinductive proof technique. The definition of the
bisimulations is inspired by [2, 27, 30]. IndeedCKLAIM is
asynchronous (both in the communication and in the mobil-
ity paradigm) and higher-order (because process mobility is
modelled by using labels containing processes); moreover,
our definition is complicated by process distribution.

By exploiting bisimilarity, we will establish some equa-
tional laws; at first sight, some of them could be quite sur-
prising. For example, let us consider the following ones

l :: P ‖ l′ :: nil = l :: nil ‖ l′ :: P (1)

l :: eval(P )@l′.Q ‖ l′ :: nil = l :: P |Q ‖ l′ :: nil (2)

whereP and Q are generic processes,nil is the process
that does not perform any action,eval(P )@l′ is the opera-
tion of spawning processP for execution atl′, l :: P means
that P is running atl, ‖ and | are (net and process, resp.)
parallel composition operators. Law (1) indicates that, once
the net is fixed, the actual distribution of processes is irrel-
evant, while law (2) states that remotely executing a pro-
cess is observationally equivalent to executing the process
locally. These two laws seem to contradict the design prin-

ciples at the basis ofCKLAIM ! In fact, the laws highlight
that the network model adopted inCKLAIM is too abstract
and ideal, e.g. no failures take place. To enable reasoning
about advantages of process distribution and mobility and to
permit applying the laws to find out possible optimizations,
additional features of the underlying network infrastructure
must enter the picture. To this aim, we extend the basic
calculus with mechanisms for modellingfailuresandnode
connections. Predictably, in both the two settings the above
laws will not hold true anymore.

In Section 4, we enrichCKLAIM with a mechanism for
modelling corruption of data (message omission), abnormal
termination of processes and failures of nodes (fail-silent).
This is achieved by simply adding a rule to the LTS defin-
ing the operational semantics ofCKLAIM (the definitions of
the equivalences are not affected) that represents failures as
disappearance of a resource (a datum, a process or a whole
node). This is a simple, but realistic, way of representing
failures in a global computing scenario [8]. Indeed, while
the presence of data/nodes can be ascertained, their absence
cannot because there is no practical upper bound to commu-
nication delays. Thus, failures cannot be distinguished from
long delays and should be modelled as totally asynchronous
and undetectable events. The section ends with an illustra-
tive example of application of our semantic theory to model
and prove the correctness of a distributed fault-tolerant pro-
tocol, thek-set agreement[13].

In Section 5, we focus on another relevant aspect of
global computers, namely the underlying interconnection
structure. In the setting presented so far, we implicitly as-
sumed that the graph connecting the nodes of a net is always
complete (i.e. is a clique). However, when a net is made up
of millions of nodes (like the Internet), such an assumption
is clearly unreasonable because of the amount of physical
connections required and anyway because failures can oc-
cur. It is then more realistic to think of, and model, the
underlying interconnection structure as a (not-completely
connected) graph. In this case, sophisticatedrouting algo-
rithmsare needed to dynamically select, according to some
given parameters, the path that a remote operation must fol-
low. To explicitly model node interconnections, we intro-
duce net components that represent physical (bidirectional)
connections between two nodes. We show the modification
necessary to the operational semantics and the behavioural
theory, and a simple application of the new features.

We discuss related work in the conclusion. Due to space
limitation, we sketch the proofs of major results in the Ap-
pendixes and refer the interested reader to the full paper [20]
for a complete account.

2 The Process LanguageCKLAIM

The syntax ofCKLAIM is reported in Table 1. A count-
able setN of namesl, l′, . . . , u, . . . , x, y, . . . , X, Y, . . . is
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NETS:
N ::= 0

∣∣ l :: C
∣∣ (νl)N

∣∣ N1‖N2

COMPONENTS:
C ::= 〈l〉

∣∣ P
∣∣ C1|C2

PROCESSES:
P ::= nil

∣∣ a.P
∣∣ P1|P2

∣∣ X
∣∣ recX.P

ACTIONS:
a ::= in(p)@u

∣∣ out(u2)@u1

∣∣ eval(P )@u
∣∣ new(l)

INPUT PARAMETERS:
p ::= u

∣∣ ! x

Table 1. CKLAIM Syntax

assumed. Names provide the abstract counterpart of the set
of communicableobjects and can be used as localities, ba-
sic variables or process variables: we do not distinguish be-
tween these three kinds of objects. Notationally, we prefer
lettersl, l′, . . . when we want to stress the use of a name as
a locality,x, y, . . . when we want to stress the use of a name
as a basic variable, andX, Y, . . . when we want to stress the
use of a name as a process variable. We will useu for basic
variables and localities.

Processes, ranged over byP,Q, R, . . ., are theCK-
LAIM active computational units and may be executed con-
currently either at the same locality or at different local-
ities. They are built up from the terminated processnil
and from the basic actions by using prefixing, parallel com-
position and recursion.Actions permit removing/adding
data from/to node repositories, activating new threads of
execution and creating new nodes. Actionnew is not in-
dexed with an address because it always acts locally; all the
other actions explicitly indicate the (possibly remote) local-
ity where they will take effect. Notice thatin(l)@l′ differs
from in(!x)@l′ in that the former evolves only if datum〈l〉
is present inl′, while the latter accepts any datum. Hence,
in(l)@l′ is a form ofname matching operatorderived from
theL INDA [19] pattern matching.

Nets, ranged over byN, M, . . ., are finite collections of
nodes. Anodeis a pair l :: C, where localityl is the address
of the node andC is the (parallel) component located atl.
Components, ranged over byC, D, . . ., can be either pro-
cesses or data, denoted by〈l〉. In the net(νl)N , the scope
of the namel is restricted toN ; the intended effect is that
if one considers the netN1 ‖ (νl)N2 then localityl of N2

cannot be immediately referred to from withinN1.
Names(i.e. localities and variables) occurring inCK-

LAIM processes and nets can bebound. More precisely,
prefix in(!x)@u. binds x in ; this prefix is similar to
theλ-abstraction of theλ-calculus. Prefixnew(l). binds
l in , and, similarly, net restriction(νl) bindsl in . Fi-
nally, recX.P bindsX in P . A name that is not bound
is called free. The setsfn(·) and bn(·) (respectively, of

(ALPHA) N ≡N ′ if N ≡α N ′

(PZERO) N ‖ 0≡N

(PCOM) N1 ‖ N2≡N2 ‖ N1

(PASS) (N1 ‖ N2) ‖ N3≡N1 ‖ (N2 ‖ N3)

(RCOM) (νl1)(νl2)N ≡ (νl2)(νl1)N

(EXT) N1 ‖ (νl)N2≡ (νl)(N1 ‖ N2) if l 6∈ fn(N1)

(ABS) l :: C ≡ l :: (C|nil)

(REC) l :: recX.P ≡ l :: P [recX.P/X]

(RNODE) (νl)N ≡ (νl)(N ‖ l :: nil)

(CLONE) l :: C1|C2≡ l :: C1 ‖ l :: C2

Table 2. Nets Structural Congruence

free and bound names of a term) are defined accordingly.
The setn(·) of names of a term is the union of its sets of
free and bound names. As usual, we say that two terms are
α-equivalent, written≡α, if one can be obtained from the
other by renaming bound names. We shall say that a name
u is fresh for if u 6∈ n( ). In the sequel, we shall work
with terms whose bound names are all distinct and different
from the free ones.

Notation 2.1We writeA
4
= B to mean thatA is of the form

B; this notation is used to assign a symbolic nameA to the
termB. We shall use notatioñ· to denote tuples of objects
(e.g. l̃ is a tuple of names). Moreover, if̃x = (x1, ..., xn),
we shall assume thatxi 6= xj for i 6= j. If x̃ = (x1, . . . , xn)
and ỹ = (y1, . . . , ym) then x̃, ỹ will denote the tuple of
pairwise distinct elements(x1, . . . , xn, y1, . . . , ym). When
convenient, we shall regard a tuple simply as a set. We shall
sometimes writein()@l, out()@l and〈〉 to mean that the
argument of the actions or the datum are irrelevant. Finally,

we omit trailing occurrences of processnil and write
n

Π
i=1

Ti for the parallel composition (both ‘|’ and ‘‖’) of terms
(components or nets, resp.)Ti.

The operational semantics ofCKLAIM is given in terms
of a structural congruence and of a labelled transition rela-
tion. For the sake of presentation, we introduce the syntactic
category ofinert components

I ::= nil
∣∣ 〈l〉

for grouping those components that are unable to perform
any basic operation.

The structural congruence, ≡, identifies nets which in-
tuitively represent the same net. It is defined as the least
congruence relation over nets that satisfies the laws in Ta-
ble 2. Most of the laws are taken from theπ-calculus (see,
e.g., [28]) with law (ABS), that is the equivalent of law
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(PZERO) for ‘ |’, and law (REC), that freely folds/unfolds
recursive definitions. Additionally, we have law (RNODE),
saying that any restricted name can be used as the local-
ity of a node2, and law (CLONE), that transforms a parallel
between co-located processes into a parallel between nodes.
Notice that commutativity and associativity of ‘|’ can be ob-
tained by (PCOM), (PASS) and (CLONE). In the sequel, by
exploiting Notation 2.1 and law (RCOM), we shall write
(νl̃)N to denote a net with a (possible empty) setl̃ of re-
stricted localities.

The labelled transition relation,
α−→ , is defined as the

least relation over nets induced by the inference rules in Ta-
ble 3. Transition labels take the form

χ ::= τ
∣∣ (νl̃) I @ l

α ::= χ
∣∣ (νl̃) C . l1

∣∣ l2 / l1

We will write bn(α) for l̃ if α = (νl̃) I @ l orα = (νl̃) C .
l, and for∅, otherwise. fn(α) is defined accordingly. We
also use functiontgt(·) defined on the labels as follows

tgt(α) 4
=

{
l if α = (νl̃) I @ l , (νl̃) C . l
UNDEF otherwise

Let us now briefly comment on some rules of the LTS;
most of them are adapted from theπ-calculus [28]. Rule
(EXISTS) points out existence of nodes (labelnil @ l) or
existence of data (label〈l2〉@ l1). Rules (OUT) and (EVAL )
express the intention of sending a component; however, the
datum/process will be effectively put in the target node only
if such a node is present in the net (rule (SEND)). Simi-
larly, for an input to be performed, rules (IN) (given in an
early style) and (MATCH) require the existence of the cho-
sen datum in the target node (rule (COMM)). Rule (MATCH)
says that actionin(l2)@l1 consumes exactly the datum〈l2〉
at l1, while rule (IN) says that actionin(! x)@l1 can con-
sume any datum atl1. Rule (NEW) says that execution
of actionnew(l′) simply adds a restriction overl′ to the
net; from then on, a new node with localityl′ can be al-
located/deallocated by using law (RNODE). Rule (OPEN)
signals extrusion of bound names; it can be applied only if
function tgt(α) in its premise is defined. As in some pre-
sentation of theπ-calculus, (OPEN) is used to investigate
the capability of processes to export bound names, rather
than to really extend the scope of bound names. To this
last aim, law (EXT) is used; in fact, in rules (SEND) and
(COMM) labels do not carry any restriction on names (that
must have been previously extruded). Rules (RES), (PAR)
and (STRUCT) are standard.

2Restricted names can be thought of as private network addresses, whose corre-
sponding nodes can be activated when needed, and successively deactivated, by the
owners of the resource (i.e. the nodes included in the scope of the restriction). If
names would represent not only localities but also other communicable objects, the
law should be slightly modified for it to deal only with bound locality names.

(EXISTS) l :: I
I @ l−−−→ l :: nil

(OUT) l :: out(l2)@l1.P
〈l2〉 . l1−−−−−→ l :: P

(EVAL ) l :: eval(Q)@l1.P
Q . l1−−−−→ l :: P

(IN) l :: in(! x)@l1.P
l2 / l1−−−−→ l :: P [l2/x]

(MATCH) l :: in(l2)@l1.P
l2 / l1−−−−→ l :: P

(NEW) l :: new(l′).P τ−→ (νl′)(l :: P )

(OPEN)
N

α−→ N ′ l ∈ fn(α)− {tgt(α)}

(νl)N
(νl)α−−−→ N ′

(RES)
N

α−→ N ′ l 6∈ n(α)

(νl)N α−→ (νl)N ′

(SEND)
N1

C . l−−−→ N ′
1 N2

nil @ l−−−−→ N ′
2

N1 ‖ N2
τ−→ N ′

1 ‖ N ′
2 ‖ l :: C

(COMM)
N1

l2 / l1−−−−→ N ′
1 N2

〈l2〉 @ l1−−−−−−→ N ′
2

N1 ‖ N2
τ−→ N ′

1 ‖ N ′
2

(PAR)
N1

α−→ N2 bn(α) ∩ fn(N) = ∅
N1 ‖ N

α−→ N2 ‖ N

(STRUCT)
N ≡ N1 N1

α−→ N2 N2 ≡ N ′

N
α−→ N ′

Table 3. CKLAIM Operational Semantics

CKLAIM adopts a L INDA -like [19] communication
mechanism; thus, data are anonymous and associatively ac-
cessed (via pattern matching) and communication is asyn-
chronous. Indeed, even if there exist prefixes for placing
data to (possibly remote) nodes, no synchronization takes
place between (sending and receiving) processes. On the
contrary, a sort of synchronization takes place between a
sending process and its target node (because existence of
the node is verified before sending data to it). Similarly, a
form of synchronization takes place between the node host-
ing a datum and the process looking for it.

As a matter of notation, we let=⇒ to stand for
τ−→∗,

α=⇒ to stand for =⇒ α−→ =⇒ , and
α̂=⇒ to stand for =⇒ , if

α = τ , and for
α=⇒ , otherwise.

3 Behavioural Congruences

We start by introducing a natural contextually defined
behavioural semantics by following the approach put for-
ward in [23]. Thus, we first define a notion ofobservation
and then rely on it to define anet congruencerelation that
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considers as equivalent those nets that cannot be taken apart
by any observation during their computations in any (net)
context.

Definition 3.1 (Basic Observables and Net Contexts)
PredicateN ↓ l holds true if and only ifN ≡ (νl̃)(N ′ ‖

l :: 〈l′〉) for somẽl, N ′ andl′ such thatl 6∈ l̃.
PredicateN ⇓ l holds true if and only ifN =⇒ N ′ for

someN ′ such thatN ′ ↓ l.
A net contextC[·] is a CKLAIM net with an occurrence

of a hole[·] to be filled with any net. Formally,

C[·] ::= [·]
∣∣ N ‖ C[·]

∣∣ (νl̃)C[·]

Definition 3.2 (Reduction Barbed Congruence)
Reduction barbed congruence, ∼=, is the largest symmetric
relation betweenCKLAIM nets such that for eachN1

∼= N2

it holds that:

1. if N1 ↓ l thenN2 ⇓ l

2. if N1
τ−→ N ′

1 thenN2 =⇒ N ′
2 andN ′

1
∼= N ′

2

3. for all net contextC[·], it holds thatC[N1] ∼= C[N2]

We have chosen the basic observables by taking inspi-
ration from the corresponding ones of the asynchronousπ-
calculus [2]. One may wonder if our choice is “correct” and
argue that there are other alternative notions of basic observ-
ables that seem quite natural. A first alternative could be to
consider as equivalent two nets if they have the same set of
free node localities. A second alternative could be to con-
sider as equivalent two nets if they make available the same
set of data, possibly in different nodes. A third alternative
comes out from bringing together the previous two ones,
thus we could consider as equivalent two nets if they have
exactly the same data at the same localities. In the full pa-
per [20], we prove that all the reduction barbed congruences
induced by these three alternative observables coincide with
our congruence (except for the first one, that is too coarse).
This means that our results are largely independent from the
observable chosen and supports our choice.

As we said in the Introduction, barbed congruence of two
nets is hard to prove because its definition exploits a closure
under all possible net contexts. We now introduce a coin-
ductive proof technique that will turn out to exactly capture
barbed congruence. We use the information carried in the
labels of the LTS to throw away the universal quantifica-
tion over the net contexts which is part of the definition of
barbed congruence. In this way, we obtain an alternative
characterization of∼= in terms of a (non-standard) labelled
bisimilarity.

Definition 3.3 (Bisimilarity) A symmetric relation< be-
tweenCKLAIM nets is a(weak) bisimulationif for each
N1<N2 it holds that:

1. if N1
χ−→ N ′

1 thenN2
χ̂
=⇒ N ′

2 andN ′
1<N ′

2;

2. if N1
(νl̃) C . l−−−−−−→ N ′

1 thenN2 ‖ l :: nil =⇒ N ′
2 and

(νl̃)(N ′
1 ‖ l :: C) < N ′

2

3. if N1
l2 / l1−−−−→ N ′

1 thenN2 ‖ l1 :: 〈l2〉 =⇒ N ′
2 and

N ′
1 ‖ l1 :: nil < N ′

2.

Bisimilarity,≈, is the largest bisimulation.

Our bisimulation is somehow inspired by that in
[27]. The key idea is that, since sending operations
are asynchronous, a sending operation by a netN1, say

N1
(νl̃) C . l−−−−−−→ N ′

1, can be simulated by a netN2 (in a con-
text where the localityl is provided) through execution of
some internal actions that lead toN ′

2. Indeed, since we
want our bisimulation to be a congruence, a context that
provides the target locality of the sending action must not
tell apartN1 andN2. Hence, forN1 ‖ l :: nil to be sim-
ulable byN2 ‖ l :: nil, it must hold that, upon transitions,
(νl̃)(N ′

1 ‖ l :: C) is simulable byN ′
2. Similar considera-

tions hold also for the case of the input actions (third item
of Definition 3.3), but the context now is[·] ‖ l1 :: 〈l2〉.

In both cases we do not need to add extra requirements
on the reducts because the recursive closure of≈ implic-
itly takes into account their behaviours. This is similar to
the higher order bisimulation of [30], but there the sent pro-
cesses are replicated since they are the object of a commu-
nication and could be put in execution several times.

We can now state our main result (a sketch of the proof
can be found in the Appendix A), stating that≈ exactly
captures∼=.

Theorem 3.4 (Alternative characterization) ≈ = ∼= .

We end this section by presenting some illustrative equa-
tional laws that can be easily proved sound by using bisim-
ilarity and argue on their practical applicability.

Proposition 3.5 The following laws do hold:

a. l :: P ‖ l′ :: nil ≈ l :: nil ‖ l′ :: P

b. l :: eval(P )@l′.Q ‖ l′ :: nil ≈ l :: P |Q ‖ l′ :: nil
c. (νl)(l :: I1|...|Ik) ≈ 0
d. (νl)(l :: nil ‖ l′ :: in(!x)@l.P ) ≈ l′ :: nil, if l′ 6= l

e. (νl)(l :: 〈l1〉 ‖ l′ :: in(l2)@l.P ) ≈ l′ :: nil, if l′ 6= l
andl2 6= l1

f. l′ :: recX.in(!x)@l.out(x)@l.X ≈ l′ :: nil

Distribution Transparence and Mobile Processes. Pro-
perty 3.5.a gives an evidence of the fact that the model of
process distribution we adopt is (for the moment) too ab-
stract and ideal (e.g. no failures take place), thus, once the
net is fixed, the actual distribution of processes is irrelevant.
Property 3.5.b is derived from the previous one but gives
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deeper information about mobile code applications. The
law states that, in our ideal model of distribution, remotely
spawning and executing a mobile process is observationally
equivalent to executing the process at the sending node. In-
deed, the major advantages of mobile code are efficiency
(because the burden of the execution ofP is not charged
to l; thus l can executeQ faster), reduced network load
(because code mobility can reduce the number of remote
operations), and possibility of performing disconnected op-
erations (becausel can disconnect itself from the net and
retrieveP ’s results whenever it will reconnect again). All
these features make a difference when we consider more
concrete settings, like those obtained by introducing fail-
ures or connections. In both cases, the two laws will fail.

Perfect Firewall and Deadlocks. Similarly to [9], Prop-
erty 3.5.c states that a restricted locality acts like a perfect
firewall (i.e. its presence does not influence the computa-
tion) if it only hosts inert components and no other nodes
try to interact with it. This fact can be generalized to a sce-
nario where one or more processes try to input some data
from a restricted locality but

• either no data is present (Property 3.5.d),

• or only non-matching data are present (Prop-
erty 3.5.e).

These are two special cases where a deadlock can occur
within a distributed system: indeed, the input prefix acts as
a blocking action forP since no admissible data will ever
be available at the restricted localityl.

Asynchrony. Property 3.5.f is inspired by [2] and states
that communication inCKLAIM is asynchronous. This law
also motivated the choice to omit theL INDA action read
when reducingKLAIM to CKLAIM . In fact, actionread is
relevant, e.g., for security reasons (removing a datum while
reading it via anin requires a different capability than sim-
ply accessing it via aread) that are ignored in this paper.

4 Modelling Failures

We now enrichCKLAIM with a mechanism for mod-
elling various forms of failures. This is achieved by adding
to the LTS of Table 3 the rule

(FAIL ) l :: C
τ−→ 0

This rule models corruption of data (message omission) if
C

4
= 〈d1〉| . . . |〈dn〉, node (fail-silent) failure ifl :: C col-

lects all the clones ofl, and abnormal termination of some
processes running atl otherwise.

The recursive closure of both barbed congruence and
labelled bisimulation already forces the corruption of the
same data and the failure of the same nodes to take place at
the same time; as regards process abnormal termination, it
will be the evolution of the involved nets that will affect the

equivalence. Therefore, we do not need to change the def-
initions of the equivalences; we simply let≈f and∼=f to
denote the labelled bisimilarity and the barbed congruence
in the calculus with failures.

Theorem 4.1 ≈f = ∼=f .

Before applying the theory presented so far to a relevant
example, we want to comment on the choice of modelling
failures as disappearance of a resource (a datum, a pro-
cess or a whole node). This is a simple, but realistic, way
of representing failures, specificallyfail-silentandmessage
omission, in a global computing scenario [8]. Indeed, while
the presence of data/nodes can be ascertained, their absence
cannot because there is no practical upper bound to commu-
nication delays. Thus, failures cannot be distinguished from
long delays and should be modelled as totally asynchronous
and undetectable events.

Notice that, among the failure models consistent with
global computing, onlybizantine failures(where arbitrary
behaviours may take place during the computation) cannot
be implemented in our setting. A possible way to repair this
could be to introduce the ‘symmetric’ counterpart of (FAIL ):

0 τ−→ l :: C

However, this rule is too liberal: it could be easily proved
that ≈ would relate allCKLAIM nets. A more controlled
behaviour inspired by [22] would be modelled by the rule

0 C . l−−−→ 0

However, proving≈ would become as hard as proving∼=
(because, the corresponding of Definition 3.3.2 would re-
quire to consider infinite possible moves forN1). In con-
clusion, modelling bizantine failures requires further study
and we leave it for future work.

We end this section by applying our coinductively de-
fined bisimulation to verify the correctness ofk–set agree-
ment[13], a simple distributed fault-tolerant protocol. To
this aim, we will firstly present the problem and describe
a possible solution; we then implement the protocol as a
CKLAIM net and formalize the correctness of the protocol
in terms of net equivalences. The detailed proofs of these
equivalences are given in the full paper [20]; a proof sketch
is in Appendix B.

Let us start by describing the problem and a possible so-
lution by following [3]. Suppose to have an asynchronous
message-passing totally-connected distributed system with
n principals; each principal has an input value (taken from a
totally ordered set) and must produce an output value. The
principals can fail and we adopt a fail-silent model of fail-
ures; however, the communication medium is reliable, i.e.
messages sent will surely be received although the order and
the moment in which messages will arrive are unpredictable
because of asynchrony. Theagreementproblem requires to
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find a protocol that satisfies three properties:termination
(i.e. the non-faulty principals eventually produce an out-
put), agreement(i.e. all the non-faulty principals produce
the sameoutput value) andvalidity (i.e. the output value
must be one of the input values). It is well-known (see, e.g.
[3]) that a solution for this problem does not exists even if a
single failure occurs.

The k–set agreementproblem relaxes the agreement
property to enable the existence of a solution. Indeed, for
each1 ≤ k ≤ n, it requires that, assuming that there are at
mostk−1 principals failing during the execution of the pro-
tocol, the non-failed principals successfully complete their
execution by producing outputs taken from a set whose size
is at mostk. Notice that fork = 1 we get the agreement
problem without failures.

A possible solution for thek–set agreement problem is
given by the following protocol, executed by each principal:

• send the input value to all principals (including your-
self)

• wait to receiven− k + 1 values

• output the minimum value received

In this way, if we callI the set of the input values, the set of
output valuesO is formed by thek smallest values inI (for
the sake of simplicity, we assume that the elements inI are
pairwise distinct; however, the protocol works even if input
values are duplicated – in this caseI andO are multisets).

Before giving the details of our solution, we want to re-
mark that other solutions to the agreement problem in pres-
ence of failures have been given in literature. Some of these
solutions usefailure detectors[12, 3]. Recently, one such
solution has been formalized and proved sound by using a
process algebraic approach [26]. The solution presented is,
however, heavier than ours and exploits properties of the op-
erational semantics, instead of working in a (simpler) equa-
tional setting. Moreover, it exploits failure detectors which
are hardly implementable in a global computing scenario.

For the sake of readability, we let integers to play the
role of the input/output values and assume a way of finding
the minimum in a set of integers. These features do not
increase the expressive power of the calculus, since integers
(and operations over them) can be encoded inCKLAIM by
properly adapting theirπ-calculus encodings. With abuse
of notation, we shall writeout(Expr)@l to mean

evaluate Expr to value d . out(d)@l

and similarly forin(Expr)@l. We will always use totally
defined operations, thus no action will be ever blocked by
the evaluation phase (i.e. the evaluation always succeeds).

We now present the implementation of the protocol.
First of all, the principals are represented as distinct nodes,
whose addresses are taken from the setl̃

4
= { l1, . . . , ln};

moreover, we letdi ∈ I to be the input value of the princi-
pal associated to the node whose address isli. Once we fix

the value fork, the nodeli hosts the process

P k
i

4
= out(di)@l1. . . . .out(di)@ln.in(!zi

1)@li.
. . . .in(!zi

n−k+1)@li.out(mi)@l

with mi
4
= min{ zi

j : j = 1, . . . , n − k + 1 }. Thus, the
net implementing the whole protocol is

Nk
n

4
= (νl̃)(

n

Π
i=1

li :: P k
i )

We restricted the localities associated to the principals be-
cause no external context is allowed to interfere with the ex-
ecution of the protocol. Notice that, having restricted thel̃,
noout prefix will ever blockP k

i (because of law (RNODE));
however, this does not exclude the possibility of failures,
since the failure ofP k

i is indeed the failure of principali.
A possible formulation of the three properties for thek–

set agreement problem is given by Equations (3) and (4)
below. The formalization ofk–set agreement and validity
properties is given by the Equation

Nk
n ≈f Mk

n (3)

There, we exploit the auxiliary net

Mk
n

4
= (νl̃, l̃′)(

n

Π
i=1

( li :: Qk
i ‖ l′i :: Π

w∈O
〈w〉 ) )

where

Qk
i
4
= out(di)@l1. . . . .out(di)@ln.in(!zi

1)@li.
. . . .in(!zi

n−k+1)@li.in(mi)@l′i.out(mi)@l

We assume that nodes whose addresses are inl̃′ cannot fail;
this is reasonable because they are only auxiliary nodes and
hence their failure is irrelevant for the original formulation
of the problem. Intuitively, nodel′i acts as a repository for
li and contains the possible output values (i.e. the elements
of O), while the lastin action ofQk

i is a test for checking
that the output value produced by the principali is in O.
The netMk

n obviously satisfies the wanted properties since
its principals output only values present inO. The fact that
|O| = k then implies thek–set agreement property, while
the fact thatO ⊆ I implies validity.

In order to prove the termination property, one can try to

establish thatNk
n ‖ l :: nil ≈f l ::

n−h

Π
j=1

〈wj〉 whereh is

the number of failed processes and{wj : j = 1, . . . , n−h}
is the set of the output values of the non-failed principals.
Unfortunately, this equationdoes nothold in general, since
h and thewjs depend on the chosen execution. A simple
way to overcome this problem is to fixh and prove that

If exactly h (< k) principals are faulty,

then N̂k
n ‖ l :: nil ≈f l ::

n−h

Π
j=1

〈〉
(4)

We let N̂k
n to be defined likeNk

n but using processeŝP k
i .

P̂ k
i is defined likeP k

i but actionout(mi)@l is replaced by
out()@l. Clearly, if we just consider termination,Nk

n and
N̂k

n are equivalent, in the sense that a non-faulty principal
produces an output value in the first net if and only if its
counterpart produces an output in the second net.
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5 Modelling Connections

For explicitly modelling physical (bidirectional) connec-
tions between twoCKLAIM nodes, we add the production

N ::= . . .
∣∣ {l1 ↔ l2}

to the syntax in Table 1. We permit duplicates of the same
connection, since the same two nodes could be connected
by using different physical links; hence the netN ‖ {l1 ↔
l2} ‖ {l1 ↔ l2} is allowed. The semantics relies on the fol-
lowing structural laws that intuitively say that connections
are bidirectional, that nodes are self-connected and that if
there exists a connection{l1 ↔ l2} then nodesl1 andl2 do
exist.

(BIDIR) {l1 ↔ l2} ≡ {l2 ↔ l1}
(SELF) l :: nil ≡ {l ↔ l}

(CONNODE) {l1 ↔ l2} ≡ {l1 ↔ l2} ‖ l1 :: nil

Moreover, we modify the structural law (RNODE) accord-
ing to the intuition that a restricted name is a private, always
available resource of the processes knowing that name.

(RNODE’ )
N ≡ (νl̃)(N ′ ‖ l′ :: P ) l ∈ fn(P )

(νl)N ≡ (νl)(N ‖ {l ↔ l′})

The operational semantics is modified by adding the rule

(CONN) {l1 ↔ l2} l1→ l2−−−−→ {l1 ↔ l2}
to the LTS in Table 3. Labell1 → l2 describes the struc-
ture of the net and hence it must be faithfully replied to in
the bisimulation game; thusχ ::= . . .

∣∣ l1 → l2. We let
fn(l1→ l2) = {l1, l2}, bn(l1→ l2) = ∅ andtgt(l1 → l2 )
to be undefined. For taking connections into account when
performing remote operations, rules (SEND) and (COMM)
must be modified so that they can be applied only if the node
where an action is performed and the target node of the ac-
tion are directly connected (later on we will investigate the
general case of indirect connections). For keeping track of
the node where an action is performed, we introduce rule

(SOURCE)
l :: a.P

α−→ l :: Q

l :: a.P
l : α−−→ l :: Q

and letfn(l : α) = {l} ∪ fn(α) andbn(l : α) = bn(α).
Now, we can define the new rules (SEND) and (COMM).

(SEND’ )
N1

l1 : C . l2−−−−−−→ N ′
1 N2

l1→ l2−−−−→ N ′
2

N1 ‖ N2
τ−→ N ′

1 ‖ N ′
2 ‖ l2 :: C

(COMM ’ )
N1

l1 : l / l2−−−−−→ N ′
1 N2

l1→ l2−−−−→ 〈l〉 @ l2−−−−−→ N ′
2

N1 ‖ N2
τ−→ N ′

1 ‖ N ′
2

We let∼=c to be the reduction barbed congruence arising
when considering this new LTS. We can now define the cor-
responding bisimilarity and state their coincidence (a sketch
of the proof can be found in the full paper [20]).

Definition 5.1 (Connection-based Bisimilarity) A sym-
metric relation< betweenCKLAIM nets is aconnection-
based (weak) bisimulationif for eachN1<N2 it holds that:

1. if N1
χ−→ N ′

1 thenN2
χ̂
=⇒ N ′

2 andN ′
1 <N ′

2

2. if N1
l1 : (νl̃) C . l2−−−−−−−−−→ N ′

1 thenN2 ‖ {l1 ↔ l2} =⇒ N ′
2

and(νl̃)(N ′
1 ‖ l2 :: C ‖ {l1 ↔ l2}) < N ′

2

3. if N1
l1 : l / l2−−−−−→ N ′

1 then N2 ‖ l2 :: 〈l〉 ‖ {l1 ↔
l2} =⇒ N ′

2 andN ′
1 ‖ {l1 ↔ l2} < N ′

2

Connection-based bisimilarity, ≈c, is the largest
connection-based bisimulation.

Theorem 5.2 ≈c = ∼=c.

To conclude this section, we present an application that
exploits the new features of the calculus. In the setting we
introduced, a process atl can perform actionout(d)@l′

only if l and l′ are directly connected. We now supply a
protocol to deliverd from l to l′ under the assumption that
there exists a path of connections froml to l′ in the con-
nection graph. For the sake of simplicity, we shall rely on
polyadic communication: thustuplesof names, ranged over
by t, will be used as basic data. Data will be retrieved by
usingpattern matching. A patternT is a sequence of names
u and bound names!x; in(T )@l.P matches againstl :: 〈t〉
if T andt have the same number of fields and correspond-
ing fields match (i.e. two names match if they are identical,
while a bound name matches against any name). The result
of the communication is that bound names inT are replaced
in P with the corresponding names oft. In the full paper
[20], we prove that polyadic communication does not add
expressivity to the language.

For the sake of readability, we define two derived con-
structs: an operation for accessing tuples without remov-
ing them and a conditional for selecting one between two
processes for execution while discarding the other. Thus,
we letread(!x)@l.P to denotein(!x)@l.out(x)@l.P ; the
polyadic version is obtained similarly. The conditional con-
struct is defined as:

if u = u′ then P else Q
4
=

new(l).eval (out(res, ff)@l.out(u)@l.in(u′)@l.
in(res, ff)@l.out(res, tt)@l ) @l.

( in(res, tt)@l.P | in(res, ff)@l.Q )

where we assumeres, tt and ff to be reserved fresh
names. It can be easily proved that ifu 6= u′ then only
Q can evolve; however, ifu = u′ then exactly one between
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P andQ can evolve (according to the chosen interleaving
of actions). This behaviour slightly differs from that of a
standard if-then-else; however, for our purposes, it suffices.

We assume that, for each pair of (possibly indirectly)
connected localitiesl1 and l2, there is a (permanent) tuple
〈l2, l3〉 at l1 recording the next directly connected nodel3 to
visit for reachingl2.3 Now, let the mobile process deliver-
ing datumd from l to l′ be

Deliver(d, l, l′) 4
=

new(l′′).out(l)@l′′.recX.in(!x)@l′′.read(l′, !y)@x.
if y = l′ then out(d)@l′ else out(y)@l′′.eval(X)@y

Intuitively, the restricted localityl′′ acts as a repository stor-
ing the locality where the process is currently running. The
recursive part first retrieves the current localityx, then gets
the next nodey to visit before reachingl′; if such a node is
l′ itself, then the current node is directly connected tol′ and
actionout(d)@l′ ends the process, otherwise the process
migrates to nodey and iterates its behaviour.

Soundness of the protocol can be formalized as follows.
Let l′ be the address of a node inN . If l is connected tol′

in N , thenN ‖ l :: Deliver(d, l, l′) ≈c N ‖ l′ :: 〈d〉;
otherwise,N ‖ l :: Deliver(d, l, l′) ≈c N ‖ l :: nil. The
proofs can be found in the full paper [20].

6 Conclusions and Related Work

We have presented the calculusCKLAIM together with
its semantic theory. Devising equivalences forCKLAIM has
been a non trivial task; there are other possible definitions
and a comprehensive study of these choices will be essential
(a preliminary study can be found in the full paper). For ex-
ample, different equivalence notions could be obtained by
relying on the same observables we defined in this paper
and by using the general approach of [7]. TheCKLAIM set-
ting has proved to easily fit for modelling failures and node
connections. However, there is still some work to be done.
For example, further mechanisms should be devised for
modelling other forms of failures, like the bizantine ones.
Another topic worth of investigation is how to enrich the
simple (static) model of node connectivity considered here
with the ability of dynamically establishing and managing
connections. This feature would be desirable because dis-
connections and intermittent connections are essential in-
gredients of global computing applications and could be
exploited to model mobile computing. It would also be
interesting to analyze efficiency issues when dealing with
routing scenarios (some ideas can be found in the full pa-
per). Finally, we have been mainly interested in studying

3The main goal ofrouting algorithmsis to build this data structure (calledrouting
table) at the outset and to maintain its consistency during net evolution. In our setting,
connections do not change during net evolution: this simplifies the example, in that
the routing table is calculated once and for all at the outset.

low-level features that in real life can affect theeffectivein-
terconnection network of global computers. We leave for
future work the study of abstractions, e.g. administrative
domains and security policies, that determinevirtual net-
works on top of the effective one. To this aim, dynamically
evolving type environments could be exploited to constraint
processes ability to perform actions.

We conclude by reviewing related work on defining ob-
servational equivalences for calculi with process distribu-
tion and mobility (many of them are surveyed in [10]). In
the nineties, many CCS-like process calculi have been en-
riched with localities to explicitly describe the distribution
of processes. The aim was mainly to provide these calculi
with non interleaving semantics or, at least, to differenti-
ate processes’ parallel components (thus obtaining more in-
spective semantics than the interleaving ones). This line of
research is far from the one in whichCKLAIM falls, where
localities are used as a mean to make processes network
aware thus enabling them to refer to the network locations
as target of remote communication or as destination of mi-
grations. Localities are not only considered as units of dis-
tribution but, according to the case, as units of mobility, of
communication, of failure or of security.

[29] and [1] extend, resp., CCS andπ-calculus with pro-
cess distribution and mobility. In both cases, processes run
over the nodes of an explicit, flat and dynamically evolv-
ing net architecture. Nodes can fail thus causing loss of
all hosted processes. There are explicit operations to kill
nodes and to query the status of a node. The failures model
adopted is fail-stop, thus failures can be detected. This is
suitable for distributed computing but clashes with the as-
sumptions underlying global computing. The operational
semantics uses information on the state of nodes but it is
otherwise very close to that of CCS/π-calculus. In the first
paper, non-standard bisimulations are defined that capture
barbed congruence and asymboliccharacterization of the
relations is given that improves their tractability. In the sec-
ond paper, an asynchronous bisimulation is defined that co-
incide with barbed equivalence: this is done by defining an
encoding into theπ1-calculus (a typed version of the asyn-
chronousπ-calculus [2] where for each channelc there is
only one process that can read alongc).

Another distributed version of theπ-calculus is pre-
sented in [21]; the resulting calculus contains primitives
for code movement and creation of new localities/channels
in a net with a flat architecture. Over the LTS defining
the semantics of the calculus, a typed bisimulation (with a
tractable formulation) is defined that exactly capture typed
barbed equivalence. The use of types illustrates the impor-
tance of having the rights to observe a given behaviour: in-
deed, different typings (i.e. observation rights) generate dif-
ferent bisimulations, that are finer as long as the typing is
less restrictive. No low-level features, like failures and con-
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nections, are considered; thus, remote operations are always
enabled if the corresponding capabilities are owned.

In the Distributed Join calculus [18], located mobile pro-
cesses are hierarchically structured and form a tree-like
structure evolving during the computation. Entire subtrees,
and not only single processes, can move and fail. Some in-
teresting laws and properties are proved using a contextual
barbed equivalence, but no tractable characterization of the
equivalence is explicitly given.

The Ambient calculus [9] is an elegant notation to model
hierarchically structured distributed applications. Though
the definition of its reduction semantics is very simple, the
formulation of a reasonable, possibly tractable, observa-
tional equivalence is a very hard task. The calculus is cen-
tered around the notion of connections between ambients,
that are containers of processes and data. Each primitive
can be executed only if the ambient hierarchy is structured
in a precise way; e.g., an ambientn can enter an ambient
m only if n and m are sibling, i.e. they are both con-
tained in the same ambient. This fact greatly complicates
the definition of a tractable equivalence. Recently, in [24],
a bisimulation capturing Ambient’s barbed congruence has
been defined. This has been done by structuring the syntax
into two levels, namely processes and nets (where the latter
ones are particular cases of the former ones), and by exploit-
ing an involved LTS (using three different kinds of labels).
However, the defined bisimulation is not standard and still
suffers from a quantification over all the possible processes
(to fill the ‘holes’ generated by the operational semantics).
To the best of our knowledge, no notion of failure has ever
been introduced in the Ambient calculus.
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A Proof Sketch of Theorem 3.4

We now present the steps needed to prove the main the-
orem of this paper. The proofs of the following claims can
be found in the full paper [20]. Next proposition relates la-
bels of the LTS with the structure of the net performing the
corresponding action.

Proposition A.1 The following facts hold:

1. N
nil @ l−−−−→ N ′ if and only if N ≡ N ′′ ‖ l :: nil;

moreover,N ′′ ≡ N ′ ≡ N .

2. N
〈l′〉 @ l−−−−−→ N ′ if and only if N ≡ N ′′ ‖ l :: 〈l′〉;

moreover,N ′ ≡ N ′′ ‖ l :: nil.

3. N
(νl′) 〈l′〉 @ l−−−−−−−−→N ′ if and only ifN ≡ (νl′)(N ′′ ‖ l ::

〈l′〉) for l 6= l′; moreover,N ′ ≡ N ′′ ‖ l :: nil.

We need the notion ofbisimulation up-to structural congru-
ence: it is defined as a bisimulation except for the fact that
the< in the consequents of Definition 3.3 is replaced by the
composed relation≡ < ≡.

Lemma A.2 Let ≈≡ be the largest bisimulation up-to
structural congruence. Then≈≡ ⊆ ≈.

We can now characterize all the possible executions of the
netC[N ] in terms of the evolutions ofN andC[·] separately.

Lemma A.3 C[N ] α−→ N̄ if and only if one of the following
conditions hold:

1. N
α−→ N ′ with n(α) ∩ bn(C[·]) = ∅, or

2. C[0] α−→ C′ [0], or

3. N
α′−→ N ′ with α = (νl)α′, C[·] 4= C1[(νl)C2[·]] and

fn(α) ∩ bn(C1[·], C2[·]) = ∅, or

4. C[·] 4= C1[C2[·] ‖ H] with H
nil @ l−−−−→ H ′,

N
(νl̃)C . l−−−−−−→ N ′ andl 6∈ bn(C2[·]), or

5. C[·] 4= C1[C2[·] ‖ H] with H
(νl̃)C . l−−−−−−→ H ′,

N
nil @ l−−−−→ N ′ andl 6∈ bn(C2[·]), or

6. C[·] 4= C1[C2[·] ‖ H] with H
(νl̃) 〈l2〉 @ l1−−−−−−−−→ H ′,

N
l2 / l1−−−−→ N ′ and{l1, l2} ∩ bn(C2[·]) = ∅, or

7. C[·] 4= C1[C2[·] ‖ H] with H
l2 / l1−−−−→ H ′,

N
(νl̃) 〈l2〉 @ l1−−−−−−−−→ N ′ andl1 6∈ bn(C2[·]).

Moreover, the resulting netN̄ is, respectively, struc-
turally equivalent toC[N ′], or C′ [N ], or C1[C2[N ′]], or
C[(νl̃)(N ′ ‖ l :: C)], or C1[C2[N ] ‖ (νl̃)(H ′ ‖ l :: C)],
or C1[(νl̃)C2[N ′ ‖ H ′]] (cases 6 and 7.). Finally,α = τ in
cases 4., 5., 6., and 7. .

The last property is used to prove the following key result.

Lemma A.4 ≈ is a congruence relation.

In particular, the proof consists in showing that the relation
{ (C[N ], C[M ]) : N ≈ M } is a bisimulation up-to≡.
This result then easily implies that≈ is transitive. Now it
is easy to prove that≈ satisfies the three requirements of
Definition 3.2. By definition, this implies the following

Theorem A.5 (Soundness)≈ ⊆ ∼=.

To prove the inverse inclusion, we start by giving simple
equational laws for barbed congruence that can be easily
proved sound by using≈ as a proof-technique (this is en-
abled by the soundness theorem).

Proposition A.6 The following facts hold:
1. (νl′)( l :: in(!x)@l′.P ‖ l′ :: 〈d〉 ) ∼= (νl′)(l ::

P [d/x])
2. l :: out(l′′)@l′.P ‖ l′ :: nil ∼= l :: P ‖ l′ :: 〈l′′〉
3. l :: eval(Q)@l′.P ‖ l′ :: nil ∼= l :: P ‖ l′ :: Q

4. (νl)N ∼= N wheneverl 6∈ fn(N)

Then, we give an alternative (but easier to prove) character-
ization of requirement 3.2(3).

Lemma A.7 Let N1 < N2. ThenC[N1] < C[N2] for all
contextC[·] if and only if

1. N1 ‖ l :: P <N2 ‖ l :: P for any namel and process
P , and

2. (νl)N1 < (νl)N2 for any namel

The lemma above simplifies the proof of the following key
result. It states that a fresh locality (i.e. a locality not oc-
curring in the involved nets) hosting a restricted datum can
be removed together with the restriction from two barbed
congruent nets without breaking the equivalence.

Lemma A.8 If (νl)(N ‖ lf :: 〈l〉) ∼= (νl)(M ‖ lf :: 〈l〉)
andlf is fresh forN andM , thenN ∼= M .

Given two barbed congruent netsN and M we are now
ready to prove that, for any move ofN (sayN

α−→N ′), there
exists a possible reply of (a net derived from)M satisfying
Definition 3.3. The overall idea is to rely on the context
closure and provide, according toα, a context forcingM to
properly reply. The context is then erased by exploiting the
previous lemma. This leads to the wanted

Theorem A.9 (Completeness)∼= ⊆ ≈.
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Nk
n ≈f (νl̃)(

n

Π
i=1

li :: in(!zi
1)@li. . . . .in(!zi

n−k+1)@li.out(mi)@l | 〈d1〉 | . . . | 〈dn〉)
≈f (νl̃)(

n

Π
i=1

li :: out(m′
i)@l | 〈di1〉 | . . . | 〈dik−1〉)

≈f (νl̃, l̃′)(
n

Π
i=1

( li :: in(m′
i)@l′i.out(m′

i)@l | 〈di1〉 | . . . | 〈dik−1〉 ‖ l′i :: Π
w∈O

〈w〉 ) )

≈f (νl̃, l̃′)(
n

Π
i=1

( li :: in(!zi
1)@li. . . . .in(!zi

n−k+1)@li.in(mi)@l′i.out(mi)@l | 〈d1〉 | . . . | 〈dn〉
‖ l′i :: Π

w∈O
〈w〉 ) )

≈f Mk
n

wherem′
i denotesmi[d̃/̃z], with d̃

4
= {d1, . . . , dn} − {di1 , . . . , dik−1} andz̃

4
= {z1, . . . , zn−k+1}.

N̂k
n ‖ l :: nil ≈f (νl̃)(

n−h1

Π
i=1

li :: in(!zi
1)@li. . . . .in(!zi

n−k+1)@li.out()@l | 〈di
1〉 | . . . | 〈di

ni
〉) ‖ l :: nil

≈f (νl̃)(
n−h2

Π
i=1

li :: out()@l | 〈di1〉 | . . . | 〈dini−(n−k+1)〉) ‖ l :: nil

≈f (νl̃)(
n−h

Π
i=1

li :: 〈di1〉 | . . . | 〈dih1−1〉) ‖ l ::
n−h

Π
j=1

〈〉

≈f l ::
n−h

Π
j=1

〈〉

Table 4. Steps for Proving Equations (3) and (4)

B Proofs for the k-Set Agreement Example

In this section, we shall prove the properties formulated
in Section 4. To this aim, we shall firstly give a proposition
listing some basic features of≈f . In what follows, ‘〈d〉 is
not corruptible’ means that〈d〉 does never fail.

Proposition B.1
1. (νl′)(l :: out(l′′)@l′.P ) ≈f (νl′)(l :: P ‖ l′ :: 〈l′′〉)
2. (νl′)( l :: in(!x)@l′.P ‖ l′ :: 〈d〉 ) ≈f (νl′)(l :: P [d/x])

if 〈d〉 is not corruptible
3. (νl′)( l :: in(d)@l′.P ‖ l′ :: 〈d〉 ) ≈f (νl′)(l :: P ) if

〈d〉 is not corruptible
4. If P fails before starting its computation, thenl :: P

≈f l :: nil

We are left to prove that in our framework Equations (3)
and (4) hold. We start with Equation (3); the steps are de-
tailed in the upper part of Table 4. We applied the following
derivation:

• the first and the last steps have been inferred by ap-
plying several times Proposition B.1.1;

• the second and the forth steps have been inferred by
applying several times Proposition B.1.2 (notice that,
since the number of failures is at mostk − 1, the
number of non-corruptible data present in eachli is
at leastn− k + 1);

• the third step relies on Proposition 3.5.c and Proposi-
tion B.1.3. It is worth to notice thatm′

i ∈ O because,

since |O| = k, at least one principal whose input
value, sayd′, is inO has not failed; henced′ has been
received by all the (non-failed) principals. Moreover,
we assumed that thẽl′ cannot fail and hence the data
they host are uncorruptable.

To conclude, we are left with proving Equation (4). This
can be very similarly done by following the steps depicted
in the lower part of Table 4. The first step is derived like
the first step of the proof of Equation (3); moreover, by
exploiting Proposition B.1.4, we leth1 (≤ h) the number
of principals failed before performing thein actions, and
we let di

1, . . . , d
i
ni

(for n − h1 ≤ ni ≤ n) the data inli.
The second step is derived like the second step of the proof
of Equation (3); we leth2 (for h1 ≤ h2 ≤ h) the num-
ber of principals failed when performing thein actions, and
di1 , . . . , dini−(n−k+1) (for dij ∈ {di

1, . . . , d
i
ni
}) the data not

withdrawn by then−k+1 in actions ofli. The third step is
derived using Proposition B.1.1 (notice thath − h2 princi-
pals must fail before performing the lastout action), while
the fourth step is derived using Proposition 3.5.c.
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