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Abstract become increasingly stronger with growing applica-
tion complexity. A traditional approach to enhance

Building reliable distributed infrastructures still re- reliability has been to use formal methods during in-
mains a challenge. Two separate and slowly diverg- frastructure design and development, which allows to
ing visions for solutions have emerged: the first re- prove safety or liveness properties, such as deadlock
lies upon an implementation-based approach of to- freedom or fairness of execution, to reason about be-
day’s now mature middleware object technologies, of- havioral equivalence, and more generally to obtain
ten without much concern for the underlying theoreti- provably correct infrastructures with respect to care-
cal foundations. The second focuses on elaborate thefully designed models, which paves the way for clean
oretical models of distributed computation, to capture infrastructure design, and validation of the overall sys-
various aspects of communication, mobility, or secu- tem. Unfortunately, a widening gap has appeared be-
rity, but has produced few implementations. We at- tween two views of distributed computing it is urgent
tempt to reconcile on a case study those two oppo-to reconcile. On one end are today’s now mature dis-
site views of reliable distributed computing using a tributed object technologies such as Java, EJB, and
simple methodology: define both a carefully designedCORBA which do not lend themselves easily to for-
distributed computing model with a well-defined se- malism, and where the implementation know-how is
mantics and a middleware implementation that strictly mostly detained by practitioners. On the other side,
conforms to the model. We demonstrate the feasibil-one finds ever more accurate theoretical models of dis-
ity and the soundness of such a formal approach bytributed computation like process algebras, which aim
describing the refinement steps in the formalization, to capture various aspects of communication, mobility,
from the model design to the implementation, using asfailures or security. However, the corresponding im-
an example a simple distributed programming model plementations are few — often small prototypes written
namedDcCP. In DCP, remote interaction is primitive  in functional languages — and have become estranged
and the distribution of resources is explicit while keep- from the mainstream object technology.

ing network communications transparent to the pro- . paper, we attempt to bring together those two

grzmt”?g“t Lhe;ctp |rr][plem(ra]ptat|on (Ijs formzl;lllzeld b¥[ facets on a case study by using a simple methodology
a distriuted abstract machine, and seamiessly i€~y 1, ;4 infrastructures for distributed computing: (i)

tg]rstetd(;/v:th 2 mllddIewi[]eérepresenta(t)l\t/)e': oftclg rent dt's' define a core programming model in the form of a dis-
él l:(e (tac no Og){[_ tWo’\liA:[THAN Jetc CAUESt  ributed process calculus; (i) specify and implement
roker — 1o stipport network transparent Communica- 5 virtyal machine realizing the model, relying on a

tions. middleware reflecting current distributed system tech-

1. Introduction nology. The advantages of that approach are twofold:
() these particularly well-studied models allow easy

With the expansion both of the Internet and of Web formal proofs of properties about the system; (ii) the
technologies, the needs for reliable middleware haveprototype will truly reflect today’s widespread middle-



ware implementation techniques. We test the sound-Formal proofs are reported in appendix.
ness of that approach using as a starting point a high-

level language for concurrent programming called 2. Domains

PicT [16], whose theoretical foundations are remark-

ably well-defined: puilt on top of a minimal caIcuI_us The bcP programming model is structured around
named @RE PICT, it can be totally implemented in  he fundamental concept dbmain To understand its
terms ofr-calculus [15] primitives; a concurrent im-  gjgnificance for distributed computing, it is worth re-
plementation was even formalized in the form of an c4|jing that in recent years, distributed programming
abstract machine (AM) [20] and proved correct with techniques such as RPC (Remote Procedure Call),
respect tar-calculus. RCT, however does not address g (Remote Method Invocation), or ORBs have al-
distribution issues. We go beyondR by usingaspe-  \ays aimed to abstract away and hide the complexity
cific notion of domain[8] to capture partitions com- ¢ network topology to ease the task of the program-

monly found in everyday distributed systems program- mer which then views all remote resources as “one
ming, as in administrative domains which constitute logical step apart” [3]. If a complete hiding of net-

the structure of a wide area network, or trust domainsyork structure is still possible in local area networks,
where member entities have a high-level of confidenceg,ch an approximation no longer holds for wide area
in one another. networks like the Web, where the need for a notion
The goal of this work is to illustrate on a distributed of |ocation is keenly felt. Why? Insightful answers
version of RCT the soundness of the approach, by proposed by L. Cardelli shed a new light on the prob-
showing the refinements in the formalization steps, |em: unlike in a LAN-based setting, a WAN cannot
ranging from the design of a distributed programming pe subject to centralized control, and takes the form of
model taking a minimalist view of domains, to its mid- 5 completely decentralized superposition of adminis-
dleware implementation. trative domains, separated by strong trust barriers for
More specifically, we introduce a simple model for security purposes [3]. However, these domains inter-
distributed programming, callenicp (DISTRIBUTED act through communication and mobility primitives,
CoRE PICT) which extends the GRE PICT calculus  which in turn require the crossing of barriers. The key
to include a simple form of domain and remote inter- problem of WAN-based programming then resides in
action primitives. The model makes the distribution of when to authorize such crossings without compromis-
resources explicit, while keeping network communi- ing security.
cations transparent to the programmer. Thus, we obtain a vision of a WAN as being struc-
The main contribution of this paper is to demon- tured by barriers delimiting a number of administra-
strate the soundness of the above approach for buildtive domains, and where atomicity for fully transparent
ing reliable distributed infrastructures using a proof communication or migration is lost, taking instead the
of concept argument, by formalizing an implementa- form of a number of barrier crossing steps. Such a vi-
tion of the model in the form of a distributed AM, sion is extended in [8] to any large-scale distributed
and by implementing that formal specification by a system which “should primarily be understood as a
distributed runtime written in Java. The runtime is partitioned system. Sub-systems and components of
seamlessly integrated with a middleware representaa distributed system can be grouped in different, pos-
tive of current distributed system technology, namely sibly overlapping sets, generally under the control of a
the JONATHAN [S5] ORB (Object Request Broker) single object or entity. [...] We shall callomains
framework to provide support for network transparent such sets of sub-systems or components”. The dis-
communications. tinguishing domain feature is being organized around
The remainder of the paper is organized as follows. some behavior, common to member entities, such as
Section 2 shortly discusses the notion of domain. Sec-an access control policy, a name management mecha-
tion 3 reviews related work. Thecp programming  nism, or a failure mode.
model, the formal specification, and its distributed im-  Domains borders may capture physical barriers, as
plementation are then presented in sections 4, 5 and 6between two physically distant machines, where com-



munication delays cannot be abstracted away due to an NOMADIC PICT extends RCT to build infrastruc-
observable absolute lower bound for propagation. Fortures for mobile agents. Two types of agent com-
the most part, domains commonly found in distributed munication facilities are provided: low-level primi-
mobile programming correspond to the “virtual loca- tives require the programmer to be aware of the site
tions” of [3], which, besides administrative domains hosting the agent; high-level primitives are location-
bounded by firewalls where access to resources is conindependent and can be expressed in terms of the low-
trolled with respect to a common security policy, may level ones. Thesitesof NOMADIC PICT are similar
include trust domairlsvhere mutually suspicious par-  to the domains obcp: both have a flat structure. N
ticipants in a collaborative computation have a high- MmADIC PicT adds the notion adigent hosted by a site,
level of confidence in domain members only, but dis- which behaves as a migration unit. Interaction is only
trust outside participants. Other notions of domain possible between processes inside the same agent, or
concern failures and latency. For instance, a locationbetween agents on the same site.
can be viewed as a unit of failure [1, 7], all processes TyCO [22] aims to formalize asynchronous inter-
or locations contained within failing together accord- actions between concurrent objects. Its main abstrac-
ing to the same modés tions aremessagesbjectsandtemplate declarations
For the purpose of this paper, which is to illus- torepresentclasses. InDy CO (Distributed ¥ CO),
trate on a simple model of distributed computation the a site hosts a number of processes, anteaworkrep-
methodology described in the introduction, we use aresents a flat organization of sites. Remote commu-
simpler form of domain, leaving richer forms of con- nication follows a “move and communicate” (M&C)
trol for future study. Thus, in accordance with the vi- semantics’. An implementation of YCO was for-
sion of WANSs described previously, the domains used malized by an AM [14].
in the bcp model will be limited to making physical Born from the difficulty to implement-calculus in
distribution explicit, and can represent subnets, net-an asynchronous, distributed setting, dlbeN-calculus
work nodes or UNIX processes. We adopt a flat do- is another aim at expressiveness for the foundations of

main topology. WAN-based programming: as-calculus channels are
not attached to a particular location, one may quickly
3. Related Work face the need for a distributed consensus for each com-

munication. ThejoIN-calculus solution is to force a
given receiver to be defined in a unique location. The
basic abstractions aggocessesvhich communicate
according to rules specified iefinitions andloca-
tionswhich behave as failure and migration units. A
special construct called thein-patternprovides mes-

Technical Context The theory of concurrency, be-
ginning with the asynchronous-calculus, provided
a very rich framework as a starting point force:

a number of distributed process calculi such as N

MADIC PicT [19, 21], DTYCO [12, 13], theJOIN- . )
sage synchronisationioiN-calculus locations are or-

calculus [6, 7], or the@MBIENT calculus [4] introduce ) .
- o : ganised in a tree structure, and can be created dynam-
constructs similar to domains in terms of sites, sys-: . . . :
. . ically. The unicity of receivers constraint makes im-
tems, locations, networks or ambients.

plicit routing possible, since the target receiver of a

Webs of trust are commonly used in public-key infrastruc- message is known unambiguously.
tures, either using hierarchical X500/X509-type models, or more  Contrary to the previous calculi, all derived from the

general trust-graphs like in the introducer-based solution of PGP asynchronouﬁ_calculus which focuses on communi-

(Pre_tty_Good Privacy [2_3]). In a trust-graph, each node representsct,ition using channels, theBIENT calculus consid-
a principal. Trust relations are captured toyst-pathsthat con-

nect the various nodes: along a trust-path, each node has direcES mobility as a primitive concept: all computations
confidence in the authenticity of the public key of the next node.

2In a WAN, due to asynchrony, failures are indistinguishable 3In M&C, remote interaction is viewed as a high-level con-
from long response times. Thus, unpredictable bandwidth fluctua-struct, transparent to the location of the receiver, that can be en-
tions and network congestion may also cause additional partitionscoded with low-level primitives of process migration and local
of the network into subnets, where communication links have sim- communication. Thus, true communication is always purely lo-
ilar latencies. cal.




can be expressed in terms of migration. The aim is
to provide a formal foundation for mobile computing
in WANSs, described as hierarchically partitioned into
administrative domains. Mobility is seen as crossing
domain boundaries, and security is captured by au-
thorizations to move between domains. Domains are
represented by thembientabstraction, or named unit
of migration containingrocessesnd other ambients.
Mobility operations — entering, leaving an ambient or
dissolving an ambient boundary — are controlled using
capabilities Communications are limited to purely lo-
cal asynchronous interactionsaE AMBIENTS [11]
extends the calculus using coactions to avoid the oc-
currence of some forms of interference considered as
programming errors.

message send constructs as core features, rather
than encoding them with process migration facil-
ities like the M&C semantics found in dBMADIC

Pict, DITYCO, and AMBIENTS also seemed
more realistic in terms of implementation costs.
DCPis closer to thasoin-calculus where remote
interaction is a primitive distinct from process mi-
gration.

Network Communications TransparencybCpP
uses network transparent names which make im-
plicit routing possible, thus hiding the network
complexity to the programmer as in theIn-
calculus.

Design PrinciplesDemonstrating the feasibility of the Formalizing the Implementation The DcP AM ex-
overall “design-_to-imple.mentation” f_ormal appr.oach tends that proposed by Turner ford® [20] by in-
meant formalizing an implementation of a simple ¢|,ding remote interaction primitives. It is one of the
model of distributed computation, and showing the first attempts to formalize a distributed implementa-
middleware implementation truly followed the formal jon of a process calculus by a distributed AM. The
specification, itself a refinement of the model. Thus, approach of DTYCO is similar, but the AM which
requirements for the model were simplicity, while g,pnorts the execution of multiple threads is only pre-
still closely reflecting existing infrastructures for dis- gented in a non-distributed setting [14]. IOMADIC
tributed computing. With that perspective in mind, pict 3 distributed infrastructure is seen as a formal

we made the following design decisions for thep
model:

translation from a high-level language to a low-level

calculus. The work closest to ours is [18] where a
Java RMI-based implementation oAS= AMBIENTS

is formalized by a distributed AM namezhN which
relevant to capture partititions occurring in dis- present; two important d|ﬁe_r§nces ka.tp.: ﬂrSt’. th?
tributed systems. Thus, it was chosen as the un_unqlerlymg_model uses m.Ob”'ty as a guiding principle,
derlying basis for the model, allowing it to re- while bcpis communications-oriented. Secom;P
flect many important features of distributed mo- 43¢ @ fully-fledged CORBA-compliant ORB, which
bile programming with a single concept. How- s_upports mte_roperablhty with other applications, pos-
ever, to keep the model simple, domains were sibly not coming from the Java world.

limited to making physical distribution explicit, ~ 1© our knowledge, theCp approach to integrate
without any additional behavior. a distributed AMa la PicT with an ORB, focusing

on remote communications, is novel. It allows us to
Primitive Remote InteractionThe existing dis-  combine the strength of functional programming tech-
tributed calculi always strike a delicate balance niques, traditionnally used to implement efficiently
between primitives for communication and mi- process calculi, with the object-oriented communica-
gration control. We chose to investigate a fully tion framework provided by a CORBA-type middle-
communication-oriented approdch Therefore, ware. The main benefit is to obtain within a single
the bcp model appears as a direct extension of platform, both a very efficient implementation of the
the asynchronous-calculus. Including remote sequential core of the language VM, and a communi-

e Explicit Distribution of ResourcesAs shown in
section 2, the notion of domain is particularly

“This choice brings the benefit of possibly modelling migration _Catlon layer allowing easy interoperability with exist-

by including higher-order features in the model, i.e., processes canlNd Middleware, and other widely spread distributed

be transmitted over communication channels [17].

object technologies. In addition, the compliance of the



VM with the formal model of distributed computation, The operational semantics is based on a structural

ensures guarantees of reliability for the platform. equivalence= and a reduction relatior—. The def-
inition of = is standard: it is the smallest equivalence
4 Thepbcp Model relation, closed by contex®s(-), (), a[-|, andz?(7).-

on processes, by conteX§-) on configurations, and

DCP represents a distributed system with a limited SUCh thaft
number of abstractiongonfigurationsdomains pro-

. e xP = P|«*P
cessesandchannels The syntax is the following: a(vn) Pl = (vn)alP]
vn)PlQ = (vn)(P|Q) nég(Q)
C == il |[(vn)C|MalP|C|C (vn)C[D = (vn)(C[D) n¢f(D)
P == P|P|(wn)P|O0]|x?(g).P|xXy) | _ _
«Pllu=1P,Q where evaluation contexis(-) andF(-) are given by:
M = 1y
(.9) B() #= | (wn)E()|E()|P
A configurationC, D . .. is a parallel composition F() w= T FOTFOIC
of domainsa[P], and of message&/ ° being routed In terms of computation,— is the smallest rela-

between domains. The inert configuratioih repre- tion compatible with=, and closed by contexi&(-)

sents an idle system. Aomainbrings together in- andal-] for processes and by contes$-) for config-

side a single scope basic computational units calledyrations, and such that:

processes We denotez[P | @ | ...] the domaina

hosting several process&s(Q,. .. running in parallel.

Two separate parallel composition operators are used, [u=ulP,Q— P

|| for configurations, angifor processes running within

a domain scope. u# v
Inter-process communication, both within and be- u=1vP,Q—Q

tween domains, is based on asynchronous message

passing onchannelnames. Those first class values

m,n,z,y... may be transmitted on other channels m2(@).P | ml(3) — {o/a} P (com)

causing the communication topology to evolve dynam-

ically. The calculus syntax features a single notion of m ¢ dn(P)

name that encompasses local names, valid only inside [P | mi(®)] — a[P] | (m, &) (send)

a single domain, and network names, valid throughout

the distributed system. m € dn(P)
Process-related operations are closely inspired from = -

CoRE PicT, and include standara-calculus con- (m, 0) || alP] — alP | m\{o)]

structs such as the inert procéssconditional testing

for equality of values, parallel composition, channel

name creatior{r n) P — the scope of name be-

ing restricted toP — or replication«P which can be

thought of as an infinite number of copies Bfrun-

ning in parallel. Finally, two processes communicate

on some channel using thez!(g) andx?(y). P prim-

itives for an output and input of a tuple of valugghe

execution resuming aB after reception.

(if-true)

(if-false)

(receive)

Intra-domain communications are performed as
in asynchronous-calculus using thécom) rule: the
interaction on some channel of an input and an out-
put process reduces in the continuation of the input
process where the formal parameters are replaced by
the values having been sent.

Inter-domain communications are captured by
rules(send)and(receive) if the target receivemn is

6| and|| also satisfy the monoid laws? | 0 = P, P | Q =
°For a messagér, §j), we denotex the target receiver, angl Q| P,PI(Q|R=(P|Q)|RC|nl=C,C| D=
the arguments. D|C,andC || (D || E)=(C | D) | E.




located in a different domain, i.ex is not contained Well-formedness of process or configuration terms
in the set of free receivern(P) found in current do-  is preserved by reduction:
mainalP | ...}, the output process is removed fram _ .
and a message is sent on the network targeted at the retheorem 1 (Subject Reduction) 1. If I' - P and
mote domain. That message will be consumed whenit £ — Q. Then, there ig\ such thatA F Q.
reaches the domain containing_thg target receiver. An 2. IfT - C andC — D. Then, there i\ such
output process is then created inside the scope of that thatA E D.
domain, and the interaction terminates by a local com-
munication.

To guarantee thatCcp processes are correctly writ-

ten, we use a well-formedness inference system WF We now formally specify an implementation o€p

adapted from the receptive-calculusory [2]. We . 4 gistributed AM. We only discuss the machine in-
define environments, ranged over byA, ..., by the formally. The main formal definitions of the AM are

grammarl“_ e 0T,z . Informally, an EVINON- ~ ¢ollected in figure 2. In the sequel, we use the nota-
ment is a finite set of channel names representing the;, < 4 .. B for the set of finite maps from set to

free receivers contained in a process (orconfiguration).setB, A* for the set of finite collections of elements
Thus, it captures the interface of that process (or CON-of set A, ay -+ a,, for an element) from the set

figuratiqn), ie., the set of communication ports it can Queue(A) of queues of elements of set Q| for the
use to interact W|th the outside world. LEtbe an number of elements i€, ande for the empty queue.
environment. The judgments of WF are of thg form A generalpcp configuration is implemented by a
I'-Porl'F C(read as_DCPprocessP”or configu-  penwork which is a parallel composition of AM and
ratlonC are weII-formgd |n'en\'/|ronme|it). The WF of messages, each domaifi”] being implemented
inference rules a_re_glven in figure 1: A well—fo_rmed by one AM. The state of the AM is a data structure
DCP processP satisfies the two following properties: S = (a,U,V,H,R). The machine name: desig-
(Loc) P cannot receive messages on a name it just re-nates the AM in a unique way/ and) are two sets
ceived from another channel. of names that represent thecal and remote chan-
nel nameknown by the machine during its execution.
The heapH behaves as a communication buffer. It
maps channel namesto FIFO channel queuds(z)
containing inputrd or output processesr blocked
(Loc) means that a received name cannot be used tmn a communication on channel We havexr € U
perform inputs in the continuation d@?, e.g., process for a local communication, angd € V for a remote
x?(y).y?(z).0 is ill-formed. It stems from a consider- one. Therun queueR contains processes ready for
ation of locality: a process should only be allowed to execution, the one at the head of the queue being run
listen for messages on local receiversr) is avariant  first. Newly created processes are generally placed at
of the constraint of the unicity of receivers, advocated the end of the run queue, to guarantee a fairness of ex-
by several distributed programming models [6, 9] to ecution property.
be required for a model of distributed computation to  To manage distribution, the single notion of name
be implementable. Thus, only a local consensus isfound in the calculus needs to be refined. We introduce
needed instead of a distributed one to determine whichthe notion ofpickled nameto represent a network-
receiver should process the communication.Dtrp, level name. It is an abstraction both of an on-the-wire
this constraint is imposed for receivers belonging to representation of a name viewed as a communication
different configurationsI{ " A = () condition in rule  capability, and of the underlying communication re-
[T-PAR-C]), but not inside a given domain to be com- sources necessary for a remote interaction to occur.
patible with the FcT semantics where several input Formally, we assume given two name transformation
processes are allowed to listen on the same channebperationsickle andunpickle. pickle(a, x) returns a
(T'N A # (0 is possible in rule f-PAR-P]). pickled name corresponding to local namereated

5 A Formal Specification

(UR) P and another proceggmay receive on the same
namem, if they are located inside the same do-
main but not if they belong to different domains.



00 [T-NIL-P] O+ 2Ng) [T-sND] @+ nil [T-NIL-C] OF M [T-MSG]
r-pP AFQ 'ntP n¢l 'EP g¢T
——————— [T-PAR-P T-RES-P ———— [T-RCV
FT'UAFP|Q ! ] 'k (vn)P ! ] Izt 2?(y).P [ ]
Lep [T-DOM] Lep [T-REPL] I-p rhQ [T-1F]
T+ a[P] T+ P THu =P, Q
'-C AFD T'NnA=10 [T-PAR-C] 'nEC né¢l [T-RESC]
Fr'UArC | D '(wn)C
Figure 1. Well-Formed DCP Terms
in domaina. Converselyunpickle(x) returns a pair When receiving a message, y) ([REMRCV] rule),
(a,y): pickled namer is resolved into local namgin an AM a checks that the target receiverbelongs
the context of domain . to the set of known local names, i.@npickle(z) =

For fairness purposes, a parallel composition of pro- (a,2') o' € U. The message arguments are then
cesses is addressed by running one of them immedif€solved locally. If resolution does not yield a local
ately, while the other is scheduled for later execution "@me, the set of known remote names is updated. An
([PRL] rule). When a new channel nameis created ~ Output process emitting on the local versidrof x is
([RES] rule), all occurrences of are replaced by a thenincluded at the end of the run queue. It will even-
“fresh” nameu, a new entry foru is allocated in the tually reduce when a local interaction rule is triggered.

heap, and the set of known local names is updated. We deem the AM to implement correctly the calcu-

Local interactions are performed by thegDIN], lus:

[REDOUT], [REDREPL, and [REDOUT*] rules. For  Conjecture 1 (Soundness)There exists an encoding
instance, when the redex is composed of an input pro-[ - ] from network states tocp configuration terms,
cess in the run queue and of an output process in theand a notion of equivalence on Dcp configuration
heap, execution resumes with the continuation of theterms such thatVN € Network, N — N’ —
input process @EDIN] rule). The other rules are sim- [N ] — [ N’], up to~.

ilar, mainly dealing with replicated processes. A run o , _

queue process which cannot be reduced immediately 1he AM also satisfies a fairness of execution prop-

is transferred into the channel queues of the heap byfY- However, the property “a processlocated in
rules [QUEUEOUT], [QUEUEIN], and [QUEUEREPL]. the AM run-queue will be run after a finite number

It will eventually leave the heap when local interac- of reductions” does not hold as an Abcan always

tion becomes possible — an input/output process ap_fire the REMRcV] rule, provided there is an infinite

pears in the run queue — or when the remote emissior{'uMper of incoming messages, e.g., if a remote AM
rule [REMXMIT] is triggered. keeps firing messages targeted athus preventing®

. L from making any progress in the run queue. Thus, we

Remote Interaction |s_captured by thREMXMIT] must refine on the type of reductions steps. For an AM
and [REMRcV] rules, which implement scope extru- stateS, S — ' is acomputation steff any reduc-
sion between domains of calculus-level channel names; ruie except REMRCV] is applied and distening
using thepickle/unpickle operations. If the target re- stepotherwise. Fom > 1,0 < k < n, a derivation
ceiver z is remot_e, the repeated app_licaj[ion of the is said to ben,k)-fair iff OEJ'[ of n rgdu’ction steps, at
[REMXMIT] rulg will empty the communication buffer leastk are computation steps. A derivation is said to
H(x) by sending messages over the network. If the befair. iff there isn > 1.0 < k < n. such that the
message arguments are locally created names, the&eriva’éion is(n k)—fair_ ’ -
must first be pickled to be understood by the target ’ '
AM. Otherwise, they are already in a pickled form and Definition 1 (Well-formedness) A machine state
may be transmitted “as is”. S = (a,U,V,H,R) is well-formedif the channels of



‘H do not contain a mixture of input and output pro- A
cesses, anR contains only well-formed processes,
replication being limited to replicated input, and

output (resp. input) only occuring on channels from
u U V (reSpu) ABSTRACT %}

Theorem 2 (Fairness)For an AM only performing
fair derivations from a well-formed state, a process lo-
cated in the run-queue will be run after a finite number |, [#[ =

of reductions.

ul ‘ }_’ EXECUTION ENGINE

DCPORB
REFERENCE

6 A Distributed Implementation
Figure 3. Structure of an Interpreter

We now describe the implementation of tbep
distributed AM on top of a typical middleware plat-
form. It appears necessary to refine further the formal
specification in order to map abstractions issued from B T gre—
the theory of concurrency and of distributed compu- managed by
tation like channel names, processes, and domains t@:

Name Naming Context Software layer

Reference

DCPBinder

. } B ) - managed by management
notions more commonly found in middleware imple-
mentations such as identifiers, references, naming con- managed by { TopProtosel } { Transport
texts, or protocol and session objects. The mapping is
presented using the example of theNATHAN ORB Figure 4. CM Architecture

as support for network communication transparency.
From an implementation perspective, thepera-

tor of the model may naturally be viewed as capturing

physical distribution of domains. Thus, the distributed history of past reductions, or to execute@p program

runtime implementing thecp model takes the form  in a step-by-step fashion.

of a number of interpreters running concurrently on

possibly different sites connected by a communication body of arule methocthat faithfully follows the spec-

infrastructure. Each mterpreter,_ ertten in Java, exe- ification. A rule method returnsue whenever the
cutes the process terms found inside the correspond-

. q . di 4 of two el ; conditions to fire the rule are met. Scheduling to de-
INg DCP oomain and 1S composed oT two EIeMENtS as o ing the next applicable rule is done using a simple
shown in figure 3. Arexecution enginienplements the

local reducti | f1h ification. oA . loop, calling in turn each rule method. Other schedul-
ocalreduction ruies ot the speciication.cammuni- ing policies are easily implemented by overloading the
cation managel(CM) handles the remote interaction

- . DCPMachine.run()  method.
primitives. The input language allows the programmer
to specify a number of well-known names in order for The Communication Manager To implement the
the interpreters to discover one another at system bootnetwork transparency of thecp calculus, we use a
strap. minimal framework namedaNATHAN [5] that pro-
The Execution Engine A special class called vides support for building highly-flexible ORBs where
DCPMachine encapsulates the state of the inter- objects interact transparently through remote method
preter, i.e., the structurés, V, H, andR found in the invocation on well-defined interfaces. The original-
formal specification, and which are initialized during ity of JONATHAN compared to traditional object plat-
the parsing phase. For debugging purposes, a graphiforms such as CORBA or Java RMI is to provide a
cal frontend allows the programmer to directly visual- core framework for building different types of middle-
ize the state of the interpreter, to navigate through theware calleersonalitiesbased on the notions bind-

Each local AM reduction rule is implemented by the



m,n,u,v... € Name Channelname a,b,... € DName Machine name
PQ,... € Pr Process N € Msg = Name x Name® Message
pickle : DName x Name — Name unpickle(pickle(a,x)) = (a, x)
unpickle : Name —— DName x Name pickle(unpickle(z)) = x
U € LNames = Name* Local names
YV € RNames = Name® Remote names
H € Heap = Name — QueuéPr) Heap
R € RQueue = QueugPr) Run queue
S € AM = DName x LNames x RNames x Heap x RQueue AM state
N € Network = AM* x Msg* Networks
[PRL] a,UVH,P|Q:R—alUV,HP:R:Q
(RES wgUUY U =UU{u}
a,U,V,H,(vn) P:: R — a,U ,V,H {urs e}, {u/n}P:: R
[REDIN] reUd H(x)=zNg):wr gelUUV
a,U,V,H,z?(2).P = R — a,U,V,H{x — wr},{g/Z}P =R
reU H(x)=z?2).Q:rd geUUY
REDOUT
[ ] a,U,V,H,z2(§) = R — a,U,V,H{x — rd},R = {9/2} Q
— A - ~
[REDREPI] _ relUd H(x)=zWg): wr yEUU}/ _
a,U,V,H,xx?(2).P =: R — a,U,V,H {x — wr},xx?(Z).P = R = {g/z} P
xeU Hx)==2?(2).Q:rd geUUV
REDOUT*
[ ] a,U,V,H,z(g) = R — a,U,V,H {x — rd = xx?(2).Q},R :: {y/z} Q
[QUEVEIN] reld H(x)=rd
Q a,U,V,H,x?(2).P : R — a,U,V,H {x — rd :: 2?(Z).P}, R
[QUEUEOUT reUUY Hx)=wr geUUV
Q a,U,V,H,z2(g) = R — a,U,V,H {zx +— wr : z(y)}, R
[QUEUEREP] reU H(x)=rd

eV

a, UV, H,xx?(2).P =: R — a,U,V,H {x — rd :: xx?(Z2).P}, R

H(z) = 2Xy1, ..., ys) = wr (2i)1<i<s = (pickle(a,y;) if y; € U 5 y; if y; € V)1<i<s

X
[REMXMIT]

[REMRCV]

a,U,V,H,R — a,U,V,’H {SU = wr},’R ” <‘/L"2>

unpickle(x) = (a,2) 2’ eUd V' =VU(T})i<i<s
(21, T 1cics = ( (vi,0) it unpickle(yi) = (a,v]),y; €U )
PSS (yi,{yi}) if  unpickle(y;) = (b,.),b # a 1<i<s
(@, y1,. ., ys) | o, U,V H,R — a,U, V', H{v — e}cpny, R 2'l(Z)

Figure 2. The DCP Abstract Machine: Main Definitions and Reduction Rules




ing’ and offlexible communicatiofis That flexibility e A protocol object is a binder representing some

allowed us to implement easily the CM by developing network protocol. It ensures the management of
a new personality directly above the TCP/IP abstrac- session identifiers, and the creation of bindings
tions provided by thedNATHAN distribution, so as to towards session objects.

keep communications lightweight.
JONATHAN is built around a limited number of ab-
stractions:

e A sessions a logical communication channel dy-
namically created by a protocol object. It has
higher and lower interfaces to send messages

e An identifier is a generic notion of name that down and up a protocol stack, which may be
uniquely designates an object in a given naming viewed as a stack of sessions.
context. Identifier semantics are naming context-
specific: distributed, persistent. .. More generally,
areferenceencapsulates a number of identifiers.

e A session identifiedesignates an exported ses-
sion object. Its internal structure is protocol-
specific. It is typically created on the server side
when an object is exported to a protocol and may
be used on the client side to establish a commu-
nication channel.

e A naming contextprovides name creation and
management facilities. It guarantees that each of
the names it controls unambiguously designates
some object. Creating Local Names The CM is organized into

_ _ _ _ three name-management layers (figure 4). The top-

* A binderis a naming context that, for & given |aye| |ayer manipulate®cp-calculus names:Name
managed name, is able to create an access patBpiects are controlled byBCPORMBinder, which acts
towards the object designated by that name. as the CM interface for other components of the inter-

preter. Lower-level layers include reference manage-

ment, and transport over TCP/IP connections. The cre-
ation of a fresilbcp channel name is implemented by
simply creating a new instance of special subclass of

e In a given naming contexhc, a new name theNameclass called.ocalName .
for an objecto is obtained by invoking the Implementing Scope ExtrusionThe pickling opera-
nc.export(o) method. Reference chains can tions found in the formal specification can be partly
then be created by exporting that name to otherimplemented using thexport() method of the

These definitions offer a generic and uniform view
of bindings, and clearly separate object identification
from object access:

naming contexts. JONATHAN framework: a locally created nameis
_ _ _ exported to the current instanoeb of the DCPORB
* The creation of an access path to objedesig-  pinger by the calbrb.export(n); which returns a

nated by identifieid is performed by invoking  RemoteNamesurrogate representing the pickled ver-
theid.bind()  method which returns a ready-  sjon ofn. It also exports1 recursively to lower-level
to-use surrogate to communicate with name-management layers. Thus, a TCP/IP server ses-
sion will be created to listen for communications on
n: any incoming message from the network will be re-
layed upwards in the stack of server-side sessions to
Creating a new binding should be understood as setting upthen object for processing.
access and communication paths between components of a dis- At system bootstrap, interpreter discovery is

tributed system. Bindings may come in a wide variety of seman- hi d b . . ice: after th
tics: mobile, persistent, with a QoS guarantee ... Thus, an adapt-fhle icve y using a naming service. arter the pars-

able ORB framework should provide means to define bindings INg phase, exported versions of the free receivers of

with various semantics, and to combine them in flexible ways.  the local process term are registered with the naming
with some simple architectural principles such as separating service, thus making those names visible to other in-

marshalling from protocol implementation, or threading from re- terpreters

source managementpNATHAN allows, for instance, to dynami- " L

cally introduce new protocols, or to control the level of multiplex- Implementing Remote Communication So far, a

ing of resources. pickled name has been viewed and implemented as

JONATHAN also provides a modular framework for
communication protocols:




a communication capability on some remote channel.We formalized its implementation by an abstract ma-
Further work is needed to perform a real communi- chine (AM). bcp was implemented by a distributed
cation: a new binding must be created to establish aruntime, written in Java, seamlessly integrated with
communication path to the object representing the re-a typical middleware platform, theolATHAN ORB
mote channel. That operation is performed using theto provide support for network communication trans-
JONATHAN frameworkbind() method. Emission of  parency.

a messagéz,y) on remote channet, wherey is a DcP domains are not endowed with any behavior:
pickled name represented by tRemoteName ob- to obtain truly programmable domains, richer forms of
jecty _surrogate is implemented by: control are desirable at the language-level, e.g. to cre-

ate new domains, to filter incoming or outgoing mes-
sages, etc. To capture such situations of distributed
mobile programming, a more powerful calculus is re-
quired, and is currently under definition. Thanks to

The first call builds an access path to remote chan-the DCP experiment, we have been able to start devel-
nel z. It recursively performsd.bind() calls on  oping a software infrastructure for such a calculus, by
lower-level binders, wherigl is the binding data con-  first defining an AM specification and then implement-
tained at the reference-level insurrogate , thus ing a domain-based virtual machine. Future work in-
creating a stack of client-side session objects. Oncefludes examining scalability issues arising in a tree-
the communication path for messages is establishegstructured domain topology, more adapted to wide-
between the two interpreters, the second call sends th@réa network programming, and taking into account
reference part of down the stack of sessions. communications security, and process mobility.

When a message comes up the stack of sessions to DCP is one of the first process calculi both to for-
the LocalName object representing a local receiver, Malize its implementation in terms of an AM in a
the identifierid representing the argument is unmar- distributed setting, and to be implemented on top of
shalled, and théd.bind() method is invoked. It an ORB. By making remote interaction constructs as
yields a surrogate for the argument, or the argumentPrimitive, we allow the model to better reflect the
itself if it is a local name. The state of the interpreter form a provably correct, fully-fledged implementation
is then modified accordingly. would take, using available middleware technology.

The various refinements concerning naming and re-We also make it possible to achieve compatibility with
mote communication, and performed during the dif- €Xisting de facto _standards in the area like CORBA
ferent formalization steps of thecp experiment are ~ OF Java RMI —an important prospect for programming

RemoteName ¢ =
(RemoteName) orb.bind((RemoteName) x);
c.output(y_surrogate);

summarized in Table 1. distributed applications in a real, heterogeneous set-
ting.
7 Conclusion Acknowledgments We wish to thank Sacha

Krakowiak and Jean-Bernard Stefani for their
many valuable comments on an earlier version of the

By analyzing the formalization steps from the : _
paper. This work was supported by project MIKADO

design of a domain-based distributed programming

model to its middleware implementation, we have (IST-2001-32222).

shown on a case-study the feasibility and the sound-References

ness of a simple methodology for building reliable and

cleanly designed infrastructures for distributed com- [1] R. Amadio. An Asynchronous Model of Locality,

puting: the approach focuses on using a carefully de- Failure, and Process Mobility. IRroceedings CO-

signed model with a well-defined semantics and an ORDINATION'97LNCS 1282, 1997.

implementation that strictly conforms to the model, 2 R:Amadio, G. Boudol, and C. Lhoussaine. The Re-
. . . ' ceptive Distributed Pi-Calculus. roceedings FST-

obtained by refinement of the model. We introduced TCS'99 LNCS 1738, pages 304-315, 1999.

DCP, a simple extension of thel®r concurrent lan- [3] L. Cardelli. Abstractions for Mobile Computation.
guage with domain and remote interaction primitives. In J. Vitek and C. Jensen, editorSecure Internet



Design Stage | Calculus \

Abstract Machine \

Distributed Runtime \

Naming model Channel names

Local names

Local names
(LocalName objects)

Pickled Names

Exported Names

(RemoteNameobjects)
Name creation v operator Creation of alocal name|: Creation of a new
rule [RES] LocalName instance.
New names are automati-
cally exported
Scope extrusion Rule a[(v n) P] = pickle operation export() on local
(v n) a[P] names
Marshalling / unmar-
shalling of exported
names
Inter-domain Rules (send) and (receive) pickle operation : rules Creation of a new bind;
communication [REMXMIT] and [REM- ing : bind() on ex-

RCV]

ported names
Asynchronous messaging
on TCP bindings

[4]
(5]

[6]

[7]

(8]

9]

(10]

[11]

(12]

Table 1. Refinements for Naming and Remote Interaction in the

Programming: Security Issues for Mobile and Dis-
tributed ObjectsLNCS 1603, pages 51-94, 1999.

L. Cardelli and A. Gordon. Mobile AmbientsTheo-
retical Computer Scien¢40:177-213, 2000.

B. Dumant, F. Dang Tran, F. Horn, and J.-B. Stefani.
Jonathan : an Open Distributed Platform in Java. In
Proceedings MIDDLEWARE'98998.

C. Fournet and G. Gonthier. The Reflexive Chemical
Abstract Machine and the Join-Calculus.Rroceed-
ings POPL'96 pages 372—-385, 1996.

C. Fournet, G. Gonthier, J.-J. Levy, L. Maranget, and
D. Remy. A Calculus of Mobile Agents. IiPro-
ceedings CONCUR’'96.NCS 1119, pages 406421,
1996.

F. Germain, E. Najm, and J.-B. Stefani. Elements of
an Object-Based Model for Distributed and Mobile
Computation. IrProceedings FMOODS’'Q@000.
International Standards Organizati@DP Reference
Model: Foundations ISO/IEC JTC1/SC21/WG7
10746-2 edition, 1995.

M. Lacoste and J.-B. Stefani. DCP: Towards Dis-
tributed Programming with Domains. Unpublished
draft.

F. Levi and D. Sangiorgi. Controlling Interference in
Ambients. InProceedings POPL'0(Qpages 352—-364,
2000.

L. Lopes.On the Design and Implementation of a Vir-
tual Machine for Process CalculPhD thesis, Facul-
tade de G&ncias da Universidade do Porto, 1999.

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

DCP Experiment

L. Lopes, F. Silva, A. Figueira, and V. Vasconcelos.
DiTyCO: an Experiment in Code Mobility from the
Realm of Process Calculi. IRroceedings 5th Work-
shop on Mobile Object Systeni999.

L. Lopes and V. Vasconcelos. An Abstract Machine
for an Object Calculus. Technical Report DCC-97-
5, Facultade de @ncias da Universidade do Porto,
1997.

R. Milner, J. Parrow, and D. Walker. A Calculus of
Mobile Processes (parts | and Il)Jnformation and
Computation100:1-77, 1992.

B. Pierce and D. Turner. Pict: a Programming Lan-
guage Based on the Pi-Calculus. Technical Report
CSCI 476, Indiana University, 1997.

D. Sangiorgi. Expressing Mobility in Process Alge-
bras: First-Order and Higher-Order Paradigm&hD
thesis, University of Edinburgh, 1992.

D. Sangiorgi and A. Valente. A Distributed Ab-
stract Machine for Safe Ambients. IProceedings
ICALP’01, 2001.

P. Sewell, P. Wojciechowski, and B. Pierce. Location-
Independent Communication for Mobile Agents: a
Two-Level Architecture. Technical Report 462, Uni-
versity of Cambridge, 1999.

D. Turner. The Polymorphic Pi-calculus: Theory and
ImplementationPhD thesis, University of Edinburgh,
1996.



[21] A. Unyapoth and P. Sewell. Nomadic Pict: Correct ~ We can now prove the subject reduction theorem.
Communication Infrastructure for Mobile Computa-  Proof of theorem 1By induction on the derivation of
tion. InProceedings POPL'0Jpages 116-127,2001. p __, () for case 1 (ofC — D for case 2), and by

[22] V. Vasconcelos and M. Tokoro. A Typing System for case analvsis of the last rul We onlv show th
a Calculus of Objects. IfProceedings ISOTAS'93 se analysis of the last rule used. We only sho €

LNCS 742, pages 460474, 1993. main cases.
[23] P. Zimmermann. The Official PGP User's Guide
MIT Press, Cambridge, Massachusetts, 1995. Case (equiv-p): P= P, P — Q,Q = Q.
FromI + P and lemma 2, we havé +~ P’
A Proof of Subject Reduction Theorem (The- Using the induction hypothesis, thereAssuch
orem 1) thatA + @Q’. Finally, again by lemma 2\ + Q.
We first prove a few useful properties on environ- Case (com): P = m?(u).R | m!(v), Q@ = {v/u}R.
ments. By [T-PAR-P], ' ="y UT9, withT'y - m?(u).R,
andT'y = m!(v). By [T-SND], I'y = (). By [T-
Lemma 1 (Environments) LetT" be an environment, RcV], thereisly such thal’ = (T'p\ {u})U{m},
P a process and’’ a configuration. I'p - R. By lemma 3,A = 0,0 - {v/u}R,

finishing th .
1. fT'+ P, thenl C fn(P). Inishing the case

2. IfT + C, thenl C fn(C). Case (send) : C = a[P | ml(v)], D = a[P] |
(m,v), m ¢ dn(P). By [T-DOM], T" - P |
3. IfI'+ P | P, thenl |- P. m!(v). By [T-PAR-P] and [T-SND], we derive

I' - P. Hence,I' + «a[P] by [T-DOM]. Us-
ing [T-MSG] and [T-PAR-C], we finally derive

Proof By induction on the structure aP for cases 1
y Tk a[P] || (m, o).

and 3. By induction on the structure 6ffor case 2['1

Case (receive) : C = (m,v) || a[P], D = a[P |
Lemma 2 (Subject Congruence) 1. IfT"' - P and m!(v)], m € dn(P). The proof is similar to case
P =Q,thenl' - Q. (send).

2. fI'CandC = D, thenl' + D.
O

Proof For case 1, the proof is by simultaneous induc-

tion on the derivation of> = @ and@ = P andthe B Proof of Fairness Theorem (Theorem 2)
use of lemma 1 for the casé® = P | «P. The proof

of case 2 is similar. 0 Lemma 4 (Well-Formedness)Ilf S — S” and S is
a well-formed AM state, thefi’ is a well-formed AM

Definition 2 (Substitution) Let u,v be two channel state.

names, and E a set of channel names. ThgiE) =

Eifu ¢ E,and(E\ {u}) U {v} otherwise. Proof By induction on the derivation of — 5.
O

Lemma 3 (Substitution) If ' = P, theno,,(I") +
{v/u}P. Lemma 5 (Deadlock) If S = (a,U, V, H, R) is well-

Proof By induction on the structure aP. We limit formed ands' -, then? = 0.

ourselves to the case wheres fn(P), since otherwise
{v/u} P = P, ando,,(I") = I" sincel’ C fn(P) by
lemma 1.

Proof By case analysis on the structure of the head of
R: if R is non-empty, thei$' is reducible.
O O



Definition 3 (Instructions) The numbet| P || of in-
structions required to execute a proceBss defined
as follows:

IP1QI < 1+)P|+]Q]
o] = 1
BTN
Iwn)P| < 14|P|
l2?@).P| < 14|P|
|x22@).P| < 14P|
lu = o P, Q1 < 14max(|P,|Q)

Proof Sketch of theorem 2Consider an AMa with

processP just placed at the end of the run queue. The

state ofa is S = (a, U, V,H,Q1 == -+ :: Qum, 2 P).
For any statd” = (a, U, V', H', Ry :: - :: Ry :: P =

R) such thatS — T, we define the total number of

instructions to run to start the execution®ty:

l
o(T) <SR | if1£0;9T) C oif1=0

=1
Note that®(7") = 0 iff P is ready to run.
We first prove that:

i) f T — T, then®(T") = ®(7), if the re-
duction is derived using either rulesfDREPL,
[REMXMIT] or [REMRCV], and ®(T") < ®(T)
otherwise.

(ii) There is no infinite fair derivation — U; —
-+ — U, - suchthati > 1, ®(U;) = ®(95).

well-formed AM state, we infer from lemmas 4 and 5
that the run queue df; is empty. ThuspP will already
have been run. Hence, we can assume the derivation
to be infinite. Then, the fact that thereiis> 1 such
that®(7;) = 0 is an easy consequence of (i) and (ii),

which concludes the proof. .

For (ii), assume that there is such a derivation. Thus,
using (i), each reduction step can only be derived us-

ing [REDREPL], [REMXMIT], or [REMRCV]. If Q1 =

xx?(y).Py, [REDREPL is only applicable at most
|H(x)| times without® strictly decreasing. Similarly,

[REMXMIT] is applicable at mostV| x ma5<|7-((y)|
ye
times. Thus, there igV such thati > N implies

U, — U,y are all listening steps. This contradicts

with the fairness assumption.

LetS — 1Ty — --- — T,,--- be afair deriva-

tion. If there isi > 1 such thatl; —/~, sinceS is a



